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Introduction

Cloud Service Providers are becoming a popular alternative to Capex intensive
solution, where building appropriated infrastructure, investing in Hardware and
Software, as well as being exposed to a hardware obsolescence, represent some of the
traditional entry barriers for technology adoption.

This is already a proven concept and trend for traditional IT infrastructure, and more
recently starting to be adopted in Real Time Applications (Voice, Video, PBX, Unified
Communications, IM, SMS, etc...)

Cloud infrastructure is allowing Enterprise and Small Business to easily adopt modern
IT technologies originally only affordable to Large and Fortune Corporations.

Key Players are driving Cloud infrastructure offerings in the market, counting among
others Amazon Web Services (AWS), Google Cloud Platform, Microsoft Azure, IBM
Cloud, etc.

Ingate has for many years had a software version of Ingate SIParator® RTS-FW our
versatile, powerful and cost-effective SBC (Session Border Controller), firewall and
router for virtual machines (in addition to its range of appliances). However, loading
and using the software SIParator in a cloud is different offering and the delivery
method is usually different that traditional ISO installs in a VM Hypervisor.

This document explains basic use case configuration once you have SIParator
Instance already installed.

For details on how to launch an Ingate SIParator instance from scratch, we suggest
reviewing our:

“Orientation and how to install Ingate SBC and E-SBC on AWS”

Why/when an SBC is a need in the cloud?

There are big differences when deploying your RTC (i.e. Telephony) infrastructure in
the cloud (AWS in our case).

1) Now any Service hosted in the Cloud, including for instance IPPBX, are published
following a DMZ model and imposing a NAT 1-1 for any service when making
the service publicly available.

2) Even endpoints from now on will be considered remote or at least not neighbour
to the Server associated, there are connectivity issues similar to the ones when
IPPBX was on premise, to be able to reach the service and don’t break media
paths, but now this situation becomes wider and not associated just to SIP Trunks
and a few remote extensions.

3) Some of the issues can be solved by extending the VPC reach to customer offices
using Cloud Provided VPN or even direct connection, but that also makes the
final solution expensive

4) There are no more local users to the PBX anymore.

a. Any user is then remote to the PBX
b. NATing challenges are imposed also in the far end (User side)
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5) As RTP is negotiated at the signalling (SIP) level, you will need a way to take full
control on what’s the best and shortest path for media, without breaking the
session.

6) AWS don’t offer any Firewall SIP aware functionalities, not even any application
aware capabilities on their VPC NAT Gateways or Internet Gateways

7) As any cloud-based service, now not only you pay for what you use, but also for
all traffic flows that happen between end points of a session with transit thru AWS
infrastructure. This makes it even more critical if we have bandwidth hungry
media applications such as video (WebRTC)

Among several other and traditional reasons to add an SBC in the IPPBX deployment
equation, in the Cloud adds the capabilities to maintain cost low when media is an
important cost factor (in AWS you will pay for all traffic going in and out of you VPC
borders.

Making sure we keep media in the shortest and quality efficient path is one of the big
contributions of putting SIParator as your edge device to intermediate external
connectivity to users and I'TSP’s.
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Figure 1

3 Use Cases

In the following sections you will learn all you need to configure your SIParator for
the most common uses.

The most typical applications are:

1) SIP Trunking, where the SIParator will be responsible to enable and make the
connectivity between your SIP service providers and your IPPBX platform behind
the SIParator. It will solve any interop issues and solve any issues introduced by
the fact that you don’t have a public IP address directly assigned to your external
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interface (AWS only allow NAT 1-1 for any Service that needs to be published in
the Web.

Users Access. As we know, any user (or endpoint) associated to your IPPBX,
because the Service is hosted in the cloud, will consider them remotely located.
By such, typical challenges will happen such as FENT (far end NAT traversal),
Signalling and media exposure and more.

Typically, this will be useful when AWS has been selected to host the core
Telephony/UC infrastructure in several scenatios:

With connectivity for Corporate Office and Branch Offices via a Public Network
(i.e. Internet)

With Connectivity for Road Warriors (remote users non-statically located)

Connectivity with one or more ITSPs (either with carrier IP addressing or via
Internet with registration)

Service Continuity and Survivability, to be a secondary registrar (IPPBX Failover)

Additional needs for endpoints such as Provisioning and management, SMS,
phone handset features, WebRTC, Desktop Sharing, Collaboration, etc.

Secure connections using several options, such as TLS/SRTP, DTLS

3.1 Assumptions

3.2

EDUCRGNIH

In order to start doing the configuration you need to have provisioned and activated
your SIParator Instance in a VPC. To learn how to do so, we suggest you review the

<

‘Orientation and how to install Ingate SBC and E-SBC on AWS” .

“Orientation and how to install Ingate SBC and E-SBC on AWS”

Initial requirements for configuring SIParator.

In this case we assume you have already setup your SIParator with the following
attributes:

1) VPC already configured (similar to this)

e VPC allocated in one Region
e Two Subnets:
o One named “Public” which will be used to enable Inbound and
outbound external access. (10.0.0.0/24)
o Second one that will be used for instances without direct access
(Inbound/Outbound from the outside. It is named ‘Private”.
(10.0.1.0/24)

e [P-PBX (using an Open Source PBX in our example), located in the Private
Subnet with IP address 10.0.1.149.
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e Ingate SIParator/Firewall for AWS 6.2.1 installed with 2 Interfaces. Main
Interface (ethO) will be designated from the Public Subnet. Second Interface
(ethl) will be designated from Private subnet, which is the same subnet
where the IP-PBX is located.

e Ingate SIParator will be used as the NAT Instance gateway for the Private
Subnet. This will facilitate proper Sip and Media routing Between the

external world (i.e. Internet), the PBX and other endpoints related to call
flows (such as I'TSPs)

3.3 Configuring SIParator

At this point we should be ready to start a deployment with a specific operational
support. In our case we will deploy the scenario shown:

_ AWS VPC
. - . -~ -“.‘.
PRIVATE LAN
DMZ
10.0.1.0/24 10.0.0.0/24
INTERNET
10.0.1.149 in G ofe ;
. (&)
\\ ;// A\

Figure 2

3.3.1 Management access and connectivity configuration

The first steps are related to defining all networking attributes as well as define
access control rules regarding GUI and CLI access.
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inGate Firewall AWS Ingate 6.0.1GA 10.0.0.147 Log Out

S Basic Rulesond | SIP | SIP | SIP | Virtual Private || Quality of | Logging

Bosic N DHCP DHCP  DHCP Router Drynamic SIParater
Configuration [0 RADIUS SHMP Options Server Server Status Adverisement DNS Update Cerificates TLS Advanced  Type

Configuration Allowed Via Interface (Help)

Interface or Tunnel Allowed Delete Row Interfaces on which
Ethenet0 (eth) | |[Yes | [ < configuration access will
[Ethernet (eth1) ~||[Yes -] | [] be allowed
Add new rows |1 TOWS.
Configuration Transport (Help)
Protocol IP Address Port Cert TLS Delete Row
HTTP | [eth0 (10.0.0.147) - | 80 [- [ 2| (=] Alowed
— Configuration
HTTPS -~ |- ~ |43 hi i ~ ||[TLSv1. ~
s | ) e o |[€] Sonfgumte
s - ez JE e o=
Add new rows | |1 TOWS.
User Authentication For Web Interface Access (Help)
@® Local i
g eers Allowed techniques to
() RADIUS database ‘_ i
P T e authenticate users Networks of computers from
EEEEn where configuration access will be
Web Interface Access Settings (Help) all d
Login timeout: seconds
Configuration Computers (Help)
DNS Name or Network o Deletq
No. Network Address Ad Netmask / Bits Range Via IPsec Peer SSH HITP HTTPS  Log Class Row
i [10.0.0.0 10.0.0.0 16 10.0.00- g 4= M= g <O
10.0.255.255
— 19216520008 192.168.2000- 28 |= O
192.168.200.255
g | p.0.00 0000 o 10.000- [ 2 (=R = |1
255.255.255.255
Add new rows |1 TOWS.
Save | Undo | | Lookup all IP addresses again
Figure 3

®  You can control which eth interfaces will accept access for configuration

e Also, you can define which protocols can be used for configuration access
(http, https, ssh)

e User authentication can be done with local database (users are defined in
another page), using an external RADIUS server, or both.

e You must define subnets or specific IP addresses from where you can

initiate a configuration access.

3.3.2 Ingate SIParator/Firewall Type and Mode

Here we will make sure SIParator is enabled, Topology or also known as Type is
selected as DMZ/LAN and finally Firewall mode is enabled.
SIParator type refers to the topology role the Instance will play. Here the options

offered:
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inGate me) inGate I inGate 1 inSate inGate
QI nktwmi &-:r;:umj 9—5.’:‘:1‘.2&' | FiRsaLL &-I E.’;iL’k‘ﬁE
LAN DMz DMZ/LAN Standalone WAN
Firewall logs all activity ~ Firewall logs all activit! Lower firewall load SIP traffic separate from QoS and Proxy ARP
other data traffic Firewall logs data traffic
Figure 4
In order to setup both, “Type” and “Mode’:
inGate SlParslor  AWS Ingate 6.0.1GA 10.0.0.147 Log Out

anlt SIP SIP SIF 'I'IﬂLIl]l Private ﬂunl'nr of | Logging

Logged in as admin (Full Access) using local password.

Buosic Arcess Dynom SIFuruInr
Configuration Conirol RADIUS SHMP DIISIlpdull Cerfificotes TLS Advanced

Type of SIParator (Help)
The SIParator can be connected to your network in four different ways, depending on

vour needs.

Select Type
SParater e | @——| DMZILAN
DMZLAN -~

STParator Mode (Help)

Select Change Operational Mode
& Press Firewall and Reboot

1ately (no preliminary configuration) and wnit 13
IEStaI‘tEd mmediatel}r upon press of the above button!

Save | | Undo

Figure 5
Error! Reference source not found.

DMZ/LAN is suggested as the best fit to VPC with 2 subnets in AWS. Remember
VPC, when using Public IP addresses, they are mapped in a NAT 1-1 to a Network
Interface with a private IP address. Also, our Instance has 2 eth interfaces and the
ethl is connected to the Private subnet (LAN)

Enabling Firewall Mode will complete all what is needed to implement the NAT
Instance functionality.
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3.3.3 Networks and Computers

Here we will define by name and IP’s networks and computers we will refer to
during configuration in other sections.

It is a powerful way for easy maintenance in case we need to change IP addressing
of any network resource used in many places inside the Instance configuration.

Log Out

|nGCIfe Firewall AWS Ingate 6.0.1GA 10.0.0.147

L Basic Rulesond | SIP | SIP ’ Virtul Private | Quality of | Logging

LT Default | All Interfoce
(€0 Goteways Inferfoces NAT VLAN EthO Ethl Status  PPPoE Tunnels Topology

Networks and Computers

Lower Limit :;:_p;rr:];::; Tt
Name Subgroup DNS Name I Addrecs DNS Name P Address Interface/VLAN Row
or IP Address or IP Address
+ IPpBX - ~J|10.0.1.149 10.0.1.149 [10.0.1.149 10.0.1.140 [ i
+ [Internet - - |[0.0.0.0 0.0.0.0 [255.255.255.255 | 255.255.255.255 [Ethernetd (eth0 untagged) - | []
+ |office - 192.168.200.0 192.168.200.0 [192.168.200.255 | 192.168.200.255 |- O
+ [privatelan - ~|[10.0.1.0 10010 10.0.1.255 10.0.1.255 [- Y10
+ [publicLan [ “|[10.0.0.0 10.0.0.0 10.0.0.255 10.0.0.255 [- -0
+ SipTrunk E - | Etherneto (etho untagged) | [
[Ethernet0 (ethd untagged) | []
* Gccess | [Intemet - [ [ 0
[Office - [ 0
* [aws_vpc | [PrivateLan - | ] [- 'O
[Publctan_ || [ 0
Figure 6

In this example:

e [P-PBX. Is the IP-PBX IP address in the private network.
e Internet. Any address on the Public side (eth0) of the Instance

e Office. IP Network address of a remote Office (Note they are private IP
addresses). This will allow us to refer to such network later.

e PrivateLan. IP address of our VPC Private Subnet.
e DPubliclan. IP address of our VPC Public Subnet (DMZ)

e SIP Trunk. IP addresses of 2 SIP trunk destinations belonging to same
ITSP. We will be able to refer to both Trunks with a single name.

e access. A single name to group Internet and Office as networks to which
we will provide access for remote endpoints

e aws_vpc. A single name to group VPC Private and Public Subnets under a
single name

3.3.4 Review and configure network interfaces

Now we will configure ethO (Public Interface) and ethl (Private Interface). Most
of the configuration is already done automatically, but let’s confirm.

Interface ethO:

EDUCRENI
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in:@cie Firewall AWS Ingate 6.0.1GA 10.0.0.147 Log Out

Bﬂu Rules ond |  SIP SIP Virtual Private | Quality of § Loggin
PR ARBRREERERRR

Networks ond  Defouli  All
Computers  Gotewnys Interfoces NAT VLAN Eth SInlus PPPoE Tunnels Topology

General
Physical device: ethD
This interface is: ® Active () Inactive

|Interface name: Eumide |

Directly Connected Networks (Help)

Name Address DNS Name Ir Netmask / Bits Network Broadcast VLAN VLAN Delete
1VpE or it L > M > Al
etho [Static v|m 10.00.147 | 1000147 2 10.0.0.0 10.0.0.255 |:| ]
Addnewrows |1 |rows.
Alias (Help)

Below are the ranges from which you can select aliazes.
10.0.0.1-10.0.0.254

DNS Name
Name or TP Address IP Address Delete Row

Addnewrows |1 TOWS.

Proxy ARP (Help)

Proxy ARPed Network

Get Network From  DNS Name or . VLANId VLAN Name Delete Row
Network Address Network Address Netmask / Bits
Addnewrows |1 | rows.

Static Routing (Help)

Routed Network Router
3 Delete Row
stork Cetmazh  Bits VI N TPaddres
0000 10000 "I | B 10001 []

Add new rows |1 | rows.

Save | | Undo | Look up all IP addresses again

Figure 7

e Change the interface name to Outside to facilitate identification in other
places inside the configuration. Outside meaning the one that will be used
to face Internet.

e AWS VPC automatically assigns IP address via DHCP (in this case
10.0.0.147), so let’s change to static keeping the same IP address. This will
add some additional flexibility later in the Firewall capabilities. In any case
you can select Dynamic and AWS will assig the IP for you.

e Let’s make sure we have the static route to send all default traffic to the
pre-established VPC subnet default gateway 10.0.0.1 (This can’t be
changed as per AWS VPC requirements). If you selected dynamic in the IP
address, it can be selected dynamic too associated to the same interface.
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We will do something similar with ethl, with the exception of not having a static
route, as there is only one default gateway.

inGate Firewall AWS Ingate 6.0.1GA 10.0.0.147 Log Out

Rules and SIP SIF '|‘|r|1.|n|Pm'uIn ﬂuurrlyn Logging
Networksond  Defoult — All

Computers  Goteways Inferfuces NAT VLAN EIl'tU SInIus PPPoE Tunnels Topology

General
Physical device: ethl

Interface name:

Directly Connected Networks (Help)

Address DNS Name IP N £ VLAN _VLAN Delet
Name Type or IP Address Address Netmask { Address  Address Id Name Row

kth1 [statc - |[w0.0.1.147 10.0.1.147 [24 10010 1001255 |- ]

Addnewrows |[1 | rows.

Alias (Help)

Below are the ranges from which you can select aliases.

10.0.1.1-10.0.1.254

DNS Name

e or IP Address

IP Address Delete Row
Add new rows |1 TOWE.
Proxy ARP (Help)

Proxy ARPed Network

Get Network From Nam VLAN Id VLAN Name Delete Row
DNS Name or Network Address Netmask / Bits
Network Address

Add new rows |1 TOWE.

Static Routing (Help)

Routed Network Router
DNS Name or . . DNS Name Delete Row
Network Address Network Address Netmask / Bits Dynamic or IP Address
Add new rows |1 TOWS.

Save || Undo | Lookup all IP addresses again

Figure 8

A summary of the configuration done can be verified or even modified in the All
Interfaces Tag:
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in‘Ecﬂe Firewall AWS Ingate 6.0.1GA 10.0.0.147
-~ Basic | Rules ond :|l’ Jl? RIP \'lﬂl.lanrlrm Cuglity
MHebweeks ond  Defoult Interfaxe
Compudess  Goleways HAT VLAN Eh0 Esh1  Stoses  PPPoE Tunnels Topology
Interface Overview
Ceneral
Physical Device Interface Name Active
=
el
Directly Connected Networks (Hels)
Address DNS Name jig - Network Broadcast  Imterfaceor  VLAN VLAN Delete
LIE= Type | oelPdddres | Addres | DUEEE | v | Adires Tunnel Id Name Row
et | EE 2 T 110001476 10000 |10.0.0.255 [Ouksice (o) ][ |- [
ety |[satie | fran114 | 10011472 | 100010 1000255 [mge gy [ |- m
A new raws I:IID‘H!.
ABaz (Help)
DNS Name
NB'.IIEME!” IF Addres=: Interface Delete Row
A0 new nows |1 |11!M.!_
Proxy ARP (Halg)
Proxy ARPed Network
Get Network From  DNS Nameor _ Interface VLANId VLAN Name Delete Row
Network Add Network Address Netmask / Bits
A new naws Dms.
Static Routing ([Help)
FRouted Network Fomter
DNS Name or . . DNE Name Interface or Tannel Delete Romw
N Network Addresz Netma:zk/Bits Dnymamic or IP . IF Address
0.000 b JE-] 10.0.0:1 []
A e o Elrma.s_
Unreachable (Hewp)
TUnreachable Network
DXNS Name or Delete Row
Network Addresz Netmask ( Bits
A new raws Dnms.
Save | | Undo | | Look up all IP addnesme=s again
Figure 9
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3.3.5 Enable NATing

In our case SIParator/Firewall will be NATing from the Inside to the Outside. In
order to configure NATing we will do it in the NAT tag under Network:

in@ale Firewall AWS Ingate 6.0.1GA 10.0.0.147
Basic Rulesond| SIP | SIP | SIP Falover Virtual Private | Quality of I.ngglnu
[an{igurlﬂm Relays | Services | Troffic | Tronks | ™" Metworks | Service | and Tools
Metworks and  Default
Computers  Goteways |nmhm YLAN EhO B Sm.s PPPOE Tunnls Topalogy
NAT

Select if packats that originate from 2 unit bahind the From interface should be NAT:ed when they are sent to 2 unit behind the To interface. Optionally vou can also select
specific networks to be MAT:ed, as well as the addrass to use.

From Ta
Network (optional) Network (optional)
No NAT As (optional) | Delet®
Tnterface m}s::::-:“ Network (oo rmies | TR D ety " Network k / Bits Row
N1 Addresz N1 Addresz
1 Inside (stht) OQuside (ethd) | | | | | [etht (10.0.0.147) ~ | ]

Add new rows | |1 TOWs.

Save  Undo | Lookup zll IP addresses agsin

Figure 10

3.3.6 Configuring SIP Services

First let’s define the basic SIP elements:

inGate Firewall AWS Ingate 6.0.1GA 10.0.0.147

— Basic Rulesond| SIP | SIP | SIP 'l'lrrunl Private llunlrhf of lngglnu

Signoling ~ Medin Sessions RemateSIP VolP  VolP Survival
Enayption Encyplion Interoperchity ond Media Canneclivity Survival  Status

(@) Enable SIP module Enable
.4 Dhizable 51F module

SIP Signaling Access Control (Help) SIP Logging (Help)
Specify the networks and computers from which the firew: Log class for 3IP Log class for SIP
Signaling. Signaling signaling: packats:
] rts [Lozal < el -]
- - Log class for SIP Log class for SIP
SIP Signaling Ports (Help) license messages: errors:
= T T I W Delet |I.0:a| - | :I.o-cal -]
s | L Sl e T e Log class for SIP Log class for SIP
Yes - ||5060_]|[uDP “||[Yes ~ | |[Gtandard STP | media messazes: debug meszages:
|Local ] [Local -]
b 1 TS ~ ||| Yes_~ | ||Standard TLS -
e ] oer | | [ves por || ] ——
IDS/IPS:
Add new rows |1 |m‘s.
Locs| <

SIP Media Port Range (Help) Hide sensitive data: (8) Yes () Mo

Ports: 58024 | - 60959 |
SIP Servers To Monitor (Help)
Public IP Address for NATed firewall (Help)
This setfing i= not rted for the Standal i Server Port Tranxpnﬂ]i:‘l;:e
DNSName 1p 3 ddress | T N
or IP Address
— - w080 ] O
* / fingate-sipproy | [fuoe -] ]
Sip - 10.0.1.149 uop | ]
PE:I:?P Desinations = . ] (]
to be
Address Monitored 152.168.200.25 luoe -] 1]
Add new rows rows.
Figure 11
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Error! Reference source not found.

e Make sure SIP module is enabled.

e Let’s enable SIP on UDP and TLS. In this case we are using standard ports,
but you can change them according to your needs.

e As the SIParator/Firewall is type DMZ/LAN and the outside interface is
a private IP, you should complete the Public NATed IP address. You can
use an IP Address or FQDN which will be resolved accordingly. In case

you need it, the actual Public IP is always shown in the About page in the
GUL

Cloud Service Information (AWS)

ami-id: ami-f3

mac: 12:d8:ce:a2:12:12
instance-type: t2.small
instance-id: 10

placement/availability-zone: us-east-1a

Figure 12

o The Public IP address can be obtained and associated to eth(O interface
using AWS Elastic IP option in EC2 Service.

e Any SIP destination can be monitored. This function is done via SIP
Options pings. You can add any destination here and you will be able to
see their status in the SIP Status TAG.

3.3.7 Configuring Remote Connectivity

Remote Connectivity section will allow remote users/endpoints to be propetly
managed and integrated via Ingate SIParator/Firewall to the IP-PBX in the Private
Subnet.

This section enables features needed to manage and solve Far End Nat Traversal
challenges.

In our case we will just enable the more typical attributes for FENT but will not
use STUN.
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in:j(%:a're Firewall

AWS Ingate 6.0.1GA 10.0.0.14

P Basic Rulesand | SIP SIP SIP - Virtual Pri

Signaling ~ Media

Sessions  ICELILIEMIE VolP
Bosic Encryption Encryption Interoperobility and Medio LCINELGTHE Survival

VolP Survival
Status

STUN Server (Help)

) Enable STUN server
(@ Disable STUN server

<+—

Remote NAT Traversal (Help)
(® Enable Remote WAT Traversal
) Disable Remote NAT Traversal

IP address for remote clients:
| -
IP port for remote clients:

L]

MNAT keepalive method:

.

@) Use OPTIONS
(_2 Use short registration times
~, Use both OPTIONS and short
registration times
—, Use neither OPTIONS nor short
registration times

MNAT timeout for UDP:

d
seconcs Detect and apply FENT only
MNAT timeout for TCP: when necesary
150 seconds ‘/‘/

Disabled

<——— Enable FENT

Forward signaling from [P address:

Media Route:

Route media directly between
clients behind the same NAT

— Always route media through the

-
-

' firewall

Enables keeping local
media on remote sites

) Always use Remote NMAT Traversal

Unconditional NAT Traversal (Help)

@ Only use Remote NAT Traversal when client looks NATed

Save Undo

F

igure 13

If necessary, you can enable STUN and provide configuration for STUN

Server, etc. In our case we will not use STUN. Most cases it will be enough.

An interesting feature we recommend enabling is to try keeping media local

between endpoint behind the same NAT. This will work unless the IP-

PBX forces Media Relay.

Enable Remote NAT Transversal. Most endpoints in Cloud hosted

environments are always remotely located and most likely behind a NAT.

However, we will enable detecting when NAT Transversal is necessary.

You can also select Always use Remote NAT transversal and manually add

exceptions.

SIParator® Amazon Implementation Guide
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3.3.8 SIP Traffic Configuration

In this section we will configure everything related to SIP traffic flows, including
dial plan, routings, etc.

Some tags will be left with factory default values, but you can later try them and
test (In most cases it will depend on specific interop needs with specific Vendors).

The first tag we will configure is Routing, as this one defines the core logics behind
call flow

Let’s assume we have an FQDN that resolves on the external public IP Address
for the Ingate SIParator/Firewall. We will use this FQDN as the domain for our
exercise.

One of the key features in Ingate is the DNS Override, which allows the
SIParator/Firewall to modify and replace the Domain to a desired IP address. This
is very similar to having a local DNS re-resolving the domain name. This way
SIParator/Firewall will be able to forward SIP requests arriving to the Outside
interface to the IP-PBX behind the Inside interface.

It will also enable protocol conversion for example to convert incoming SIP
requests from UDP to TCP or TLS, or vice versa.

inGate Firewall AWS Ingate 6.0.1GA 10.0.0.147 Log Out

51c ules an SIP Sip | sip Virtual Private | Quality of Logwg
2 R 0 &5 B A A B ES ER ER

Locol  Authenfication  SIP Dial IDS/IPS SIP SIP
Melhnds Filtering Registror ond Accounting Accounts Plan LITT Stnius IDS/IPS ~ Status  Test Test Status

DNS Override For SIP Requests (Help)

Relay To
Domain DNS N; P Modify Delete
ame Port _ Transport Priority Weight _Auth LY Row
oriP-Address Zrddress RERF
# lingate-siparator.| [10.0.1.149 10.0.1.149 | luor -] |[ 11 |[No ~][Yes -] [T
Add new rows groups with [1 TOWS per group.
SIP Routing Order (Help) Class 3xx Message Processing (Help)
No. Routing Function ® Forward all rﬂ"w‘:: 3“?:;' Pxf:m with
o adi nga parator. .com
i | Local Registrar Sl domain to the IPPB at
E DNS Override Order to process SIP 10.0.1.149, using UDP il_'l
5 |DialPlan requests Iaprldl ng in any m“:'ﬂ::_ﬁg’ﬂ' a'::"m
interface listening SIP

Figure 14

e We will use DNS Override to forward SIP requests coming from remote
endpoints to the IP-PBX. It is important to understand that requests
arriving at this point has been already cleaned and filtered from any threat,
by SIP Methods, Malformed Packets, IDS/IPS and Filters.

e Another level of control here is the priority and order on applying Local
registrar, DNS Override and Dial plan. In our example, Routing will check
first if SIP request is sent to a local registered UA, secondly will match
domain to decide if it needs to be forwarded (as defined in DNS Override)
and third look for matching in the Dial Plan. The first Match of the 3 is
the one that will be used.
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3.3.9 SIP Trunks Configurations

EDUCRGNIH

In our exercise we will have 3 I'TSPs, and one of them has two destinations for
failover.

We will use one of the most powerful and simplified features in Ingate
SIParator/Firewall SIP Trunk pages.

A SIP Trunk Page defines a path that connects an I'TSP with an IP-PBX with
specific configuration needs.

A single IP-PBX could be destination of several ITSP Trunks, and same I'TSP
Trunk can be used in more than one destination IP-PBX (i.e. DID’s define which
IP-PBX should receive the call.

Here we will show only one of the SIP Trunks in our exercise:
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inGate Firewall AWS Ingate 6.0.1GA 10.0.0.147

Basic | Rules ond :II’ JIP SIP '||'||11|u|F'rrru1! [uality
e A O 5 M

iew trmkc] | SIP Trunk 1: 1 IPPEN Goto SIP Trunk: pege

SIP Trunk 4 (Help)
(@) Enable ST Trank

{ Dizable SIP Tnmk

SIP Trunking Service (Help)
DUaepusmmzﬁ'amnﬂlaS]Pmmk
(#) Define SIF trunk perameters

Service name; ol (Tinigue gdescripiive name)
Service Provider Domain: | (FODN or IP acidress)
Feestrict to calls from: 1 {-* = N rasriction)
Orutbound Provoy: (FODN or IP address)
TUze aliss IP address; [ ] (Farces thir spurce autdvess from our sids)
Outhound Gateway: - ] ' = Use Dgftmuit Grtevvey)
Signaling Transport: upe ' = Automic]
Port mumber: L |
Fram header domain: (Provider doman < |
Hast nama in Request-URI of incoming calls: | | (Thumk ID - Diowarin rame)
Femote Trunk Group Parameters (RFC 4004):

Used as: [- | = Don't use TGP
Local Trunk Group Parameters (RFC 4004} |

Uzed az: |- -+ | "= Don't use TGF)
Preserve him-Forovands: -
Felay media: e -]
Exactly one Via hesder: s
‘gin' registration (RFC 6140): Mo
Hide Fecord-Foute: Ha
Show only one To tag: Mg |
SIP 3xx redirection to providar darmsin: M2~
SIP 32ox redirection to callsr domain: Mo
Feorte incoming based on: Tofmsds |
Service Provider domsin is misted: Mo v iFar Podrseriag-Tdsnsiy)
Use P-Prefarred-Identity: Mo (Fnctagd of P-Arserted-Tdenting)
Forward outgoing REFER.: Mo~ |
Max simultanacus calls: | | {iCali Acmisior Comntrol)

Nax simoltanecus calls per Tnmk Line:

Figure 15

Previous figure corresponds only to the I'TSP side of the Trunk Page.

e This Trunk Page associate carrier trunk named “Sotel” with the IP-PBX in
the Private Subnet. Use help link to get a full explanation for each
parameter
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¢ You should adjust parameters and interop attributes based on your I'TSP
requirements.

® You can control for example maximum simultaneous calls in the SIP trunk
or limit by Trunk Line (A trunk Line in this case could be a DID)

Outgoing Calls to the trunk are sent to a specific SIP Trunking page via Forward
To in the Dial Plan. The from header in an outgoing call is searched for a match
in the From-columns.

Incoming Calls from the trunk are first scanned through the Incoming Trunk
Match columns and only sent to the Dial Plan if no match is found.

Use “Help” links to obtain detailed information.

Main Trunk Line (eip)

ol Outgoing Calls Authentication Incoming Calls

o R Display Name User Name Identity User ID Password Incoming Trunk Match Forward to
Embie .
1 [ [Yes rgistartion 0291 e | | W 0291 Change Password

PBX Lines (Help)

Outgoing Calls Authentication Tncoming Calls

Delete
No.
R om PEX Number/User Display Name User Name Identity User ID Passward Incoming Trunk Match F“"“:‘":“'.:'["Bx Row
—eees e
B_l[Ne | J|[rose TR T i Change Pas: 0201 020 1
Z_JjNo i Change Password] e 0292 0292 [m]
Addnewrows 1 |rows

e If the SIP Trunk requires implicit registration you need to enable it here

¢ You can load Authentication credentials that will be used for registration
and call authentication challenges

e Incoming DID’s can be routed to specific UA inside the IP-PBX

Setup for the PBX (Help)
IPPBX can be defined here, or
' Use PBX from other SIP trunk <1 you can chose from an

= existing IPPBX defined in
@ Define PBX settings a ¢ TrunkPage
PBX Name: IPPBX (Unique descripiive name)
Use alias TP address: |- ~ (Forces this source address from owr side)
Authentication PBX IP Address

PBX Registration SIP Address PBX Domain Name

User ID Password IP Address

or IP Address
\ Change Passward | 10.0.1.149 10.0.1.149 ‘
(At least one of PBX Registration, IF address or Domain Name is required t§ locate the PBX)
[PBX Network: IPPBX -
Signaling transport: uopP - (" = Automatic) \
- IPPBX IP address

Port number: 5060 | e
Match From Number/User in field: |From URI -] Subnet

Common User Name suffix- ‘ |

| ("= Don't use TGP}

'To header field: Same as Request-URT - \
| Adjust patamete g to
[Forward incoming REFER: No - IPPBX requirenments

Remote Trunk Group Parameters usage ‘

Local Trunk Group Parameters usage: | ("= Don't use TGP)

Figure 17

e Here you can associate a new PBX to this Trunkgroup or just refer to
another already created.

EDUGRGNI
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e Make sure you configure the IP address. In our case it will be 10.0.1.149
located in the Private Subnet

e Complete the remaining parameters associated to the IP-PBX.

3.3.10 Intrusion Detection and Prevention

Here we will enable the default options predefined in SIParator/Firewall to detect
and prevent Intrusion attacks.

The way it works is based on:

e Definition on how to match a potential threat (Packet Match Definition)

e Packet Rate Thresholds to control potential brute force and DDOS
attacks.

e Rules, to define how to apply and what to do based on the matches.
e Maximum System Load to avoid system stops for overload.

inGate Firewall AWS Ingate 6.0.1GA 10.0.0.147 Log Out
o Basic Rulesond | SIP - Virtual Private | Quality of | Logging
it e Joe ] 5 L5, e | o

SIP Local  Authentication ~ SIP Dol SIP 10S/1PS SIP~ SIP
Methods Filtering Registror ond Accounfing Accounts Plan Roufing Status [[41s] Status Test Test Status
SIP IDS/IPS (Hel
® Enable SIP IDS/IPS
<———[Enabie IDs
(O Disable SIP IDS/IPS
INVITE Requests

Packet Match Definition (Help)
Dele
me etwork Transport Message Part Reg Expr Case Rov

[] [internet - |[UDP | [Request - | Method [(MVITE) 0 10
m H | |Reque;t | Header \Llser Agent:.*(friendly- smnnerlsundavddr\slp\lcmuslslpcll]l O O
Rr ] ih Mamhmdeted Scanners
Add new rows | [ | groups with 1 TOWS per group. via Headermamh

Packet Rate Thresholds (Help)

Name Active Match  Window (s) Hits Auto Blacklist (s) CC Delete Row.
= Packet rate maximums
Defautt auto Yes |- - Lo | 500 = 200 ] O i s ieler
Defauft not auto | Yes | [INvites - | [10 | 1o ~ 300 || Zpm] invite specific

Addnewrows |1 |rows

Packet Filter Rules (Help)

anre Active  Match Action Delete Row Discard packets
M Tanmers - ard = !

Add newrows |1 | rows

w0 | %| @—— [ Maximum SIP Load
e allowed

Figure 18

Save | | Undo

3.3.11Dial Plan Configuration

Dial Plan, as one of the Routing options could be applied depending on how the
order was defined in the Routing tag and how the request is matched.

The Dial plan is based on 4 lists of elements:

e 2 Matching elements lists
o From Header.
o Request-Uri
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e Forward to destinations list
e Dial Plan actual Rules

Any request arriving to the Dial Plan, can be matched looking in 2 components of
the request, “From Header” and “Request-URI”

In our case we will process via Dial Plan call coming from the IP-PBX, in which
case we will match From Header domain = 10.0.1.149 and will match and strip call
sent to the SIParator/Firewall Inside interface (10.0.1.147) with prefixes 91, 92 and
93.

In our exercise we will have 3 potential destinations to forward calls to, depending
on the prefix matched in the Request-URI.

The Dial Plan Rules based on the combined matching of IP-PBX and prefix used
will route the calls to one of 3 I'TSPs.

inGate firewall AWS Ingate 6.0.1G.

Bus1-: Rules and SIF SIF SIF
| 1o | e s

local  Authentication ~ SIP D%
llaihnds Filtering Registror and Accounting Accounts [{11Y Routing S!nius I

Use Dial Plan (Help) EmergeLcy Number (Help)
Emergency
® on s [ W[ Emergenc
O off
O Fallback ¢—— Enable Dial
Plan
Figure 19

e The Dial Plan is an advanced routing tool for SIP signaling. For each line
in the Dial Plan, you can match an incoming SIP message on the SIP From
header and the Request-URI. Based on this, you will be able to define how
the SIP message should be forwarded. The Dial Plan can be turned On,
Off or used in fallback mode. In fallback mode, the Dial Plan is inactive
unless a SIP server to be routed to, is out of order. As a backup, the Dial
Plan then becomes active.

e Enter the emergency phone number for your country (like 112 or 911).
Calls to this number will be allowed even if all Concurrent Calls SIP Trunk
Sessions are used up. If you have multiple emergency numbers, you can
add each additional number separated by a space character. You cannot
enter more than 5 numbers.
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Matching From Header (Help)

- Use This ... ... Or This - - .

‘‘‘‘‘ P— p— Teg Expr Fransport—Network—DBelete Row e
PPBX - 10.0.1.149 uDP - [pPBX coming from
| I [ [ I I [[a @ coming fr
Add new rows T TOWS.
Matching Request-URI (Help)

N Use This ... ... Or This T

ame Prefix Head Tail Alin. Tail Domain Reg Expr Wateh Calls a":v;:gh.:vinu
[outbound_Ingat a0 [ [0.9, + - % * -]l | [10.0.1.147 [ [_prefix 91, 92 or 93, which will be
|outbound_Sipst] a1 [ (0.9, + - #* - |[10.0.1.147 < | Siped Sut
|Outbound_Sote| 92 [ (0.9, + - # = -]| | 10.0.1.147 | ]
Add new rows | 1 |rows.
Forward To (Help)
Use This ... ... Or This ... Or This ... Or This
> . = Use Alias IP Delete Row
Account Replacement Domain Port Transport Reg Expr Trunk
+ [sipstation [l -] [ [SIP Trunk 1: Sipstation1;IPPBX - | [-| - O
2l g —Jpomml Idestl uons r@ l [SIP Trunk 2: Sipstation2;1PPBX - | [-| | O

# [ngate il -] s 1 =i [SIP Trunk 3: ngate;PPBX | |-|- O
# [sotel [ ] " frunk in Fall I‘Wﬁ_hﬂlon [SIP Trunk 4: SotelIPPEX AT
Add new rows |1 |groups with[l | rows per group.

Figure 20

e Match any call coming from the IP-PBX (10.0.1.149)
e Match any calls sent to SIParator (10.0.1.147) with specific Prefixes that
will be stripped out
e “Forward to” destinations using 3 different I'TSPs and associated to their
SIP trunks
Dial Plan (Help)
0. Header (uesi- Action Forward To Fnrwar::ldd Pmﬁ;mi ENUM Root E“]:Z Comment D;‘I::e
[ |/pexX | [outhound_Sotel - || Forward | [sotel - i | || | | O
[ | [PPBX | [Outbound_Sipstation - ||[Forward AlSpstaton [ ][ 2 || 2 || I |
[ [pEX - | [Outhound_Ingate - ||[Forward <|[ingate -] I |- || — O
Add new rows |[1 | rows.
Figure 21

This is the actual dial plan.

Here we are deciding which destination will be applied based on the match
combination of “From” and “Request-URI”

At this point, everything is ready in the SIParator/Firewall to start
mediating remote endpoints with the IP-PBX, as well as SIP trunks between
the IP-PBX and ITSPs. Now next sections will show us what needs to be
done in IP-PBX as well as endpoints

EDUCRHNIK
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3.4 Configuring PBX and Endpoints (Some examples)

For this documentation, we are using an Asterisk Open Source IP-PBX and most
of the specific configuration suggestions can be extrapolated to other platforms.

3.4.1 SIP Trunking considerations

As SIParator/Firewall is taking care of mediation with various I'TSPs we will have
only one SIP trunk defined in the PBX to send all outbound calls to SIParator,
regardless of who is the carrier to be used.

IP-PBX SIP Trunk definition:

Outgoing

i

H| Incoming .

Trunk Name @

outbound

PEER Details @

host=10.0.1.147
pOrt=5062

SIP Signaling Ports (Help)

type=peer
qualify=yes
Active  Port Transport  Intercept Comment
[Yes | 5060 | |standard SIP port |
[ves -] [15061 [standard TLS port |
| [ves -| 5062 ~| [Trunk SIp Port | |
Figure 22

e Notice we are assigning a separated port to listen SIP signalling in the
SIParator/Firewall. Make sute you make the adjustment in the SIP
Service/Basic tag > signalling ports

e Any outbound call
SIParator/Firewall Inside Interface (10.0.1.147) port 5062

Incoming
USER Context @
inbound
USER Details &
type=friend
host=10.0.1.147
context=from-trunk
qualify=yes
Figure 23
- ®) A 9, . .
GIDUJGR ( NlH SIParator® Amazon Implementation Guide
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e Incoming calls from PSTN will come via SIParator/Firewall (10.0.1.147)
and port is by default 5060

3.4.2 Inbound Routes

Inbound routs can be defined based on DID, as any call coming from any I'TSP
will be routed to the IP-PBX

s e = T =
Any Any Terminate Call: Play no service message
70291 Any Sotel 1 Extensions: 3001 Joe Doe 3001

70292 Any Sotel 2 Extensions: 3001 Joe Doe 3001
76800 Any Support Inbound & Fax Extensions: 3001 Joe Doe 3001
W 45780 Any Ernestolngate Extensions: 3001 Joe Doe 3001
NG1400 Any Conference Bridge Conferences: 83999 Office Bridge
Figure 24

3.4.3 Outbound Routes
All outbound calls will be sent from IP-PBX via Trunk to SIParator/Firewall

Route Name @ Outbound

Route CID © somoou 400

Override Extension @ m

Route Password @

Route Type @ Emergency Intra-Company

Music On Hold? @ default

Time Group @ —Permanent Route-—

Route Position @ —No Change—

Trunk Sequence for Matched

Routes 4+ psIN
Figure 25

3.4.4 NATing Considerations

SIParator/Firewall is taking care of all connectivity with the Outside/PSTN, all
NAT aware parameters in the PBX should be disabled

Edit Settings
= NAT Settings

NAT @
yes no never route
IP Configuration @
Public IP Static IP Dynamic IP

Figure 26
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Error! Reference source not found.

3.4.5 Phones and endpoints configuration

Now any endpoint, to be registered and located from the Outside, will use
SIParator/Firewall as his Outbound proxy and will use the domain defined in DNS
Override as shown in Figure 14

Some examples here:
S500 Phone:

Account
Account 1
Account Status Registered
* Account Active Ong_ ®ves
*F‘rimary SIP Server | ingate-siparator n:506( e
Failover SIP Server L]
Second Failover SipServer ]
Prefer Primary SIP Senver ®no Oves @
Outbound Proxy 2]
Backup Outbound Proxy 2]
* SIP Transport ®upp Otep Oms @
INAT Traversal COno @No but send keep alive (JSTUN
Label 3001 )
*8IP User D 3001 @
* Authenticate 1D 2001 @
* Aulhenticate Password ssssssss 2]
Name 3001 [>]

Figure 27

e Note the Primary SIP Server is defined using the Domain Name
e Outbound proxy should be pointing to SIParator Public IP address.

e If Domain name FQDN resolves same SIParator Public IP address, then
you can just leave Domain Name in Sip Proxy and leave blank the
Outbound Proxy,

Snom 870

Login  Festures  SIP  NAT  RTE

Login Information:

Identity active: ®an Cloft @

isplayname: ®

Account: 5008 @
)

Registrar: ingate-sip: s.com | ®

Outbound Proy: e [ 2]

Fattover-tdemtity: o 2

Authentication Username: @

Maibos: —

Ringtone: |Ringer 1 @

Custom Melody URL: (| @

Sy i Az s ()

XML Idle Screen URL: ] @

Ring After Delay (sec): @

Record Misssd Calls: ®on Coff @

Record Dialed Calls: ®on Cloff @

Record Received Calls: ®on Coff @

Identity is hidden: Clon ®oft @

Apply Re-Register Play Ringer

Remove Identity Remove All Identities

Figure 28
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e Note the Registrar Server is defined using the Domain Name

e Outbound proxy should be pointing to SIParator Public IP address.

e If Domain name FQDN resolves same SIParator Public IP address, then
you can just leave Domain Name in registrar and leave blank the Outbound

Proxy,

Grandstream GXV3240

Account Active

Account it Name

t3 | Account4 | Account

M ves

3007

ts | Ac

SIP Server :

ingate-si

SIP User ID

SIP Authentication 1D

SIP Authentication Password

Voice Mail Access Number

Name

Show Account Name Only

3007

3007

3007

[ ves

Outbound Proxy - 9.1

Secondary Qutbound Proxy
DNS Mode A Record

NAT Traversal NAT NO

Figure 29

e Note the SIP Server is defined using the Domain Name

e Outbound proxy should be pointing to SIParator Public IP address.

e If Domain name FQDN resolves same SIParator Public IP address, then
you can just leave Domain Name in Sip Server and leave blank the
Outbound Proxy,

4 Firewall configuration to support PBX non SIP

features

In typical deployments, besides to enable SIP signalling thru SIParator/Firewall, it is
necessary to enable additional capabilities to be managed thru the Ingate and be propetly
forwarded. Such is the case of Phone Provisioning for instance. Provisioning might need
for example to properly forward TFTP from the outside to the IPPBXIP-PBX in the

Inside.

We are going to use as an example an Asterisk Distribution based PBX and will identify

In our example the following ports are needed for additional features

@mm@n le{ SIParator® Amazon Implementation Guide
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Type of use TCP FROM
Web Management 80 8080
Web Management (Secure) 443 4343
User Web Access 81,4443,8001, 8003 same
WebRTC 8088, 8089 same
SoftClient 8002 same
Operator Panel 58080, 55050 same
HTTP Provisioning 83 same
HTTPS Provisioning 1443 same
OpenVPN Server 1194 same
REST Apps (HTTP) 84 same
REST Apps (HTTPS) 3443 same
XMPP 5222 same
FTP 21 same
TFTP 69 same
Figure 30

Mapping will be done in Rules and relays tag, under Relays:

inGate Firewall AWS Ingate 6.0.1GA 10.0.0.147 Log Out

o Basic Rulesand ] SIP J SIP | SIP | . |Virtuol Private | Quality of | Logging
DHCP Time
Rules LEX Relay Services Profocols Classes

Relays (Help)

Listen To ... Relay To ... Allow Acce

IP Address Port O:};’PS‘&Z‘:SS A dflpms Port Relay Type Network
eth0 (10.0.0.147) ~|[21 | [10.0.1.149 |10.0.1.149][21 | [[rce port forwarding - |[access [
lethn (10.0.0.147) ~|[25 |[10.0.1.149 10.0.1.14925 | [[rcP port forwarding |laccess  |[-
eth0 (10.0.0.147) - |69 | [10.0.1.149 | 10.0.1.149] |59 | UDP port forwarding Nlaccess | [
eth0 (10.0.0.147) -|[B1 | [10.0.1.149 10.0.1.149{[81 | [Irce port forwarding - | [access [-
eth0 (10.0.0.147) |83 | [10.0.1.140 10.0.1.149 |83 | [frce port forwarding - | |access [
leth0 (10.0.0.147) -84 | [10.0.1.149 |10.0.1.149)/84 | [rcP port forwarding <|laccess ] [-
ethd (10.0.0.147) ~|[1443 [ [10.0.1.140 10.0.1.1494[1443 | [[rCP port forwarding - | [access [
lethd (10.0.0.147) ~|[2oor [ [10.0.1.149 | 10.0.1.149) 2001 | |rCP port forwarding -|laccess | [-
ethd (10.0.0.147) -|[3443 | [10.0.1.140 10.0.1.1493443 | [[rCP port forwarding - | |access B
ethd (10.0.0.147) ~| 4343 | [10.0.1.140 10.0.1.149 443 |[rcP port forwarding - | |access 1{l[-
lethD (10.0.0.147) - |[4443 | [10.0.1.140 |10.0.1.149)[4443 | [[TCP port forwarding “||access | [
eth0 (10.0.0.147) - |[5006 | [10.0.1.140 10.0.1.149[5006 | [[TCP port forwarding -|[access ][
lethn (10.0.0.147) - |[5007 | [10.0.1.149 10.0.1.149)|5007 | [[TCP port forwarding «|laccess | [-
eth0 (10.0.0.147) -|[5222 | [10.0.1.140 10.0.1.149{[5222 | [[rCP port forwarding - | laccess [-
eth0 (10.0.0.147) - |[Boo1-8003 | [10.0.1.149 |10.0.1.149|| | [[rce port forwarding - |[access [
letho (10.0.0.147) | (8080 | [10.0.1.149 100114980 |[[TCP port forwarding “|laccess ][
leth (10.0.0.147) - |[soss8089 | [10.0.1.140 1001149 | [Jrce port forwarding flaccess | [-
eth0 (10.0.0.147) -|[55050 | [10.0.1.140 10.0.1.149{/55050 | [[TCP port forwarding - laccess [
Figure 31

e Ports are mapped as per the table, and port overlapping with SIParator
reserved ports such as http and https, they are remapped to alternate ports
(8080 and 4343).

e Network from where port forwarding is allowed is the one named
“access”. (See Figure 6).
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In addition, enabling flow traffic policies will be needed to complete Firewall
configuration

inGate firewall AWS Ingate 6.0.1GA 10.0.0.147 Log out
A Basic Rulesand | SIP | SIP | SIP Virtual Private | Quality of i
= A R AR B R PR EREA R

DHCP Time
Reloys Relay Services Profocols Classes

Rules

RuleNo. Active  Client 'R TPC  gorver | ToIPsecPeer Direction Service Action | O™ LogClass  Comment o'
Peer Class Row
1 Yes | [access  |[- ~ [PrivateLan_- |- - icmp/udp/tcp o] [Alow -] [24/7 ][ a1l =]
interface > Indeterminate
interface
2 [Yes | [Privatelan -|[- - [access ][ Y icmp/ udpftcp [Alow ] [24/7 -] [- = ]
interface > Indeterminatf
interface (NAT-ed)
3 Yes | [access = - [Publiclan [~ i icmp/udp/tcp ] [Alow ] [24/7 -][- [ 1O
interface -> Indeterminate
interface
4 Yes -|[Publician - [- v laccess o[- - Indeterminate icmp/udp/tcp <] [Alow -] [24/7 ][ | |
interface -> Indeterminate
interface
Figure 32

e Note we are using network names we created before (see Figure 6)

e Note that automatically the Policy for PrivateLan to Access is being
NATed.

e These policies are the minimum needed to allow traffic flow between
remote users and IP-PBX for anything different to SIP signaling and RTP
media.

5 Enabling TLS/SRTP

Has the last step to close the full loop, we will enable TLSP/SRTP between
Remote extensions and SIParator/Firewall but will leave standard SIP/UDP
downstream to the IP-PBX. This way we are delegating anything related to TLS
and SRTP to SIParator, unloading that responsibility from the IP-PBX.

Conversion between SIP/UDP €<—2>SIP/TLS as well as media RTP&—2>SRTP
will happen inside SIParator/Firewall.

For simplicity and understanding this case is for teaching purposes we will create
a self-signed certificate for TLS
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inGate SlPorcior  DE11-8869-1C1A-1614-15D3-E702 Log Qv

o Basic e f s | s Virtual Private | Quality of | Logging
m I

Changes have been made to the preliminary configuration, but hawve not been applied.

Current Certificate
Mo current carhificats.

Create Certificate or Certificate Request
Fill in the certificate data for "tlaveice” balow, then create aither a cartificate or a cartificate request.
After penerating a certificate request, and having it signed by 2 signing authority, the certificate must be
Expire in (days): Country code (C): Organization {(0):
* bes | us ﬁ lIngate |
[M):  State/province (S3T): Orzamzational Unit (O17):

|* tor Joscasas.cd A [Bupport |

Email addrezs Lecality/town {L):
estoi@ingate. o
SubjectAliName Extension

Enter the alternative names that vou want to add to a cerfificate or a certificate request.
Multipla values can be added by using comma saparation.

]
URI:
DM E:
IP:

Key Length and Signature Algorithm
Select the key length and the signature algorithm that vou want to use when creating a
certificate or a certificate request.

Key langth (bits): 2048
Signature algorithm:

If vou generate saveral certificates with identical data you should make sure they have different sarial m
Senal number:

=2

Fields marked with "*" are mandatory.

Creste a self-signed X509 certificate Create an X.509 certificate request Abort

Figure 33
e Make sure you use the Domain FQDN as the Common Name (CN)

e Use the “Create self-signed X.509 certificate

You will get this:

EDUCRE
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in€ate SIPoraior  DE11-8869-1C1A-1614-15D3-E702 Log Out

Sip SIF Yirtual Private uulmrn I.ngyng
Em

Changses hawve been mads to the prefiminary configuration, but have not been applisd.

» Zelf signed certificate creatad:
o Subject: /C=UZ/email bédres==ernestofingase  con/ST=FL/0=Irgase/00=Suppors/CH=ingate-siparator . loscasas.com
o Jzsper: /C=08/ email dddre===erne=tofingate com/ST=FL/0=Ingate,00-Support/CH-ingate-=iparator  loscasas . com
o Senal Number: z
o MD3 Fingerprint: 50:10:1F:40:32:23:86:30:D0:01:CF:02: 40:50: $8: 28
o SHAI Fingerprint: B022 CCSE7T 2086 STAA ZASE ZED4 5220 DLT7A AEFE DE3D
o Valid from 2017-08-03 17:48:09 to 2018-08-03 17:48:05 GMT.
o Subject Key ID: 73:11:CF-58:8F:70:80:E1:31:18:2F: 37 : 12 - A6:E6: 00:B0:D1-23:48
o Authonty Key ID): 73:11-CF:58-8F:78:B0:F1:31:1K:2F:3T:12: A6 -E6-0D-EL-D1 - 23-40

Basic Access Dynamic SIParator
Configurction Control RADIUS SHMP DHS Update [ef0I%Y TIS Advonced  Type

Private Certificates (Help)

Name Certificate Information Delete

hittpsconfig Create New | | Import | | Wiew/Download | Sebject: (CN=DE11-8365-1C14-1614-15D3-E702 D
Issuer: ‘\CH=CE11-3848-1C1A-1614-15D3-E702
MDS Fingerprint: FO-79:D4-00:0C:2T.DET:93:13:11:47.D¢-D4ED: 75
5HAL
Fingerprint: 09AC 241C JEEE 333C EE22 533E 3C3B 1192 0167 4294
Valid from: 2017-08-01 21:32:38
Valid to: 2018-08-01 21:52:28
Subject Key
ID: AR:12:5F:67:46:07:D3:CB:0D:D6c0A: 14:26:1E:43-A8:01 BE:3B:3D
Anthority Key
ID: AR:12:3F-67:46:07.D3:CB:0D:D6c0A: 14:26:1E:43-A8:91 . BE: 3B:3D
tlsvaoics Create New | | Import ||| View/Download || Sebject: (C=1% email 4 ddrezz=emastn@ingate comS T=FL/O=Inzats D
‘OU=Eupport/ CH=inzate-siparator loscasas com
Izzner: (Z=1U%5 email A ddresz=smesto@inzate com ST=FL ‘O=Ingzte
OU=Eupport CH=inzate-siparator Joscasas. com
MD= Fingerprint: 50:10:1F-4C:33:23:96:30:D0:01:CF-D2-40:B0:4 829
SHAL
Fingerprint- 8024 COB7 2086 5TAA 3A0F JFD4 B2AO DITA ASFE DRI
Valid from: 2017-08-05 17-48:09
Valid to: 2018-08-03 17:45:08
Subject Key
ID: 73:10CF38EF 71080 B13 L 1E: 2F3T: 1 - A6 EG (D BO-D : 23:40
Aunthority Key
I 73:11:CF-58:8F:- 710230 B1 -3 1B:2F:37: 12- A§ E&0D-BO-D1: 2344

Figure 34

Enable TLS on SIP Services

EDUCRE
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inGate Firewall AWS Ingate 6.0.1GA 10.0.0.147

o Basic Rulesand | SIP J SIP | SIP |.. Virtual Private | Quo

Signaling ILLEE Sessions  Remate SIP VolP  ValP Survival
Bosic L2257 T0Y Encryption Interoperability ond Media Connedtivity Survival  Status

®) Enable signaling encryption

() Disable signaling encryption

TLS CA Certificates (Help) Check Server Domain Match (Help)

CA Delete Row Check if the server domain matches the certificate:

O Yes @ No
Add new rows | [1 | rows.

TLS Connections On Different IP Addresses (Help)

Use Require
IP Address Own CN__ Client TLS Delete
—— Certifit

" FQDN Cert
[ethn (10.0.0.147) - | [tlsvoice ~|[Mo ~][Mo -] |[TLSvi.x & S5Lv3.0 ~| []
Add newrows | [I | rows.
Making TLS Connections (Help)
Default own certificate:  Use TLS:
tlsvoice ~ [TLSw1.x
Save  Undo

Figure 35

e Tirst of all you need to enable Signaling encryption

e Associate TLS to the external interface, select the certificate. Here you can
enforce FQDN validation and Client Required certificate or not. In our
case, for Lab purposes we will not enforce them.

e Seclect type of TLS to use. In our case we will use and accept TLS v1.x and
also SSL v3.

Next step will be to enable SRTP to have a fully secure communication between
remote users and SIParator/Firewall including Signaling and Media Encryption.

To do so we will go to SIP Services tag =>Media Encryption
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Signaling 0] Sessions  RemateSIP  VolP  VolP Survivel
Bosic Encryption [2eny o] Interaperchility ond Media Connectivity Survival  Status

Media Encryption (Heln)
(@) Enable media encryption
() Disable madia encryption

SIP Media Encryption Policy (Hep)

[t ||| Office ~ |||SRTP

Add new rows |1 |rm1es_

Default Encryption Policy (Help)
Allow transcodins:

Surte requirements:
[ Cleartz ~ | (@) Yes () No

Require TLS (Help)
i) Require TLS for all cryptos but cleartaxt
(# Do not require TLS

RTP Profile (Help)

() Prefer RTP/SAVP (sdescriptions)

(®) Prafer RTP/AVP (cleartext and legacy encryptions)
(") Prefer RTP/AVP (together with sdescriptions)

Multi Profile (Help)
("} Enable Multi Profils
(@) Disable Multi Profile

DTLS-SETP Hem)
Certificate: DTLS to use:

[- ~| |DTLSvix v
Igmore invalid dates in the client's cortificate: () Yoz (@) Mo

Keep Established Crypto Within a Dialog (Heln)
Eeep establizhad crypto within a diales: () Yes (@) No

Add Cryptos in the B2BUA (el
Add cryptos in the BIBUA: () Yes (8 No

Figure 36

e In our example, we are enabling SRTP for all remote users located in the
“Office”, as defines in Networks and Computers (see Figure 6)
e All remaining remotes will not user SRTP in this case, including SIP Trunks
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6 Ingate SIParator using AWS VPN Service

This section explains how to create a VPN connection between an Ingate and your
VPC on the Amazon cloud service.

As an example, the Ingate will have the public IP address 192.0.2.119 assigned to
ethl and the private network 10.10.10.0/24 connected to eth2.

Furthermore, the AWS VPN endpoints are 192.0.2.200 and 192.0.2.210. The
network in the VPC is 10.20.20.0/24.

6.1 AWS VPN Scenarios

There are several scenarios where InGate can be used to connect for instance
Remote Offices to have access to Centralized IP-PBX hosted in a VPC.

The following diagrams illustrate single and multiple VPN connections. The VPC
has an attached virtual private gateway, and your network includes a customer
gateway, which you must configure to enable the VPN connection. You set up the
routing so that any traffic from the VPC bound for your network is routed to the
virtual private gateway.

When you create multiple VPN connections to a single VPC, you can configure a
second customer gateway to create a redundant connection to the same external
location. You can also use it to create VPN connections to multiple geographic
locations.

6.2 Single Office Connection:

> \
>

[ VPC Subnet ‘ VPC Subnet

Router

L
?ﬁGﬁw

VPN
Connection

Virtual Privgte Gateway Custome| Gateway

Customer

\ J/

Figure 37
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6.3 Multisite with Hosted IP-PBX/UC

R s

-

am
S

tomeq Gateway
Customer Network
Chicago
VPN p
VPC Subnet VPC Subnet ‘Connecton G1
-
%ome Gateway
./ P Customer Network
— 4. New York
il

Rouler Virtual Privite Galeway\& —_—
VPN G|
Connecion ‘ ;\

Customer Gateway
Customer Network
Miami

Figure 38

6.4 Configuring Two VPN Tunnels for Your VPN
Connection

You use a VPN connection to connect your network to a VPC. Each VPN
connection has two tunnels, with each tunnel using a unique virtual private gateway
public IP address. It is important to configure both tunnels for redundancy. When
one tunnel becomes unavailable (for example, down for maintenance), network
traffic is automatically routed to the available tunnel for that specific VPN
connection.

The following diagram shows the two tunnels of the VPN connection.

2 S OO :
<< s >

|

I

i Virtual Private Gatoway - '

72.21.400.100 7221300225 |

\ /
\ J

Tunnel 1 Tunnel 2 ]
v
P

&

Customer Gatoway
U ——

e
e

Customer Network

Figure 39
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Using Redundant VPN Connections to Provide Failover

As described earlier, a VPN connection has two tunnels to help ensure connectivity
in case one of the VPN connections becomes unavailable. To protect against a loss
of connectivity in case your customer gateway becomes unavailable, you can set up
a second VPN connection to your VPC and virtual private gateway by using a
second customer gateway. By using redundant VPN connections and customer
gateways, you can perform maintenance on one of your customer gateways while
traffic continues to flow over the second customer gateway's VPN connection. To
establish redundant VPN connections and customer gateways on your network,
you need to set up a second VPN connection. The customer gateway IP address
for the second VPN connection must be publicly accessible.

It can be combined with InGate HA capability to have a fully resilient setup

The following diagram shows the two tunnels of each VPN connection and two
customer gateways.

Subnet Subnet

s T T T T T T T o ? 777777777 hY
] Router Rouier . . Router L
@® D ... D
J A private gateway
F221.200.108 72.21.200.225 7221.200.13 7
A nnel

\ \ (Vitusl private gateway putiic IPs) | J

HA Team
- >

Customer gateway Customer gateway
B KK XYY Y

Customer network

Figure 40

6.4.1AWS VPN Setup

You can follow this guide step by step to setup all what you need to enable VPN
connection in your VPC.

In short, the following steps need to be taken in order to create a VPN connection
via the AWS Management Console:

1) Login to the AWS Management Console.
2) Go to the VPC service.
3) Create a new Customer Gateway.
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http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_VPN.html#vpn-create-cgw

a. Name tag: CG_ingate
b. Routing: Static
c. IPaddress: 192.0.2.119

4) Create a new Virtual Private Gateway and attach it to VPC.
a. Name tag: VPG_ingate

5) Create a new VPN Connection.

Name tag: VPN_ingate

Virtual Private Gateway: VPG_ingate

Customer Gateway: GG_ingate

Routing Options: Static

. Static IP Prefixes: 10.10.10.0/24

6) When the connection is created choose Download Configuration and
select Vendor Generic.

o po TP

The downloaded configuration will contain the necessary information to setup the
tunnels on the Ingate side. It will contain two IPsec Peer addresses and two pre-
shared keys together with connection setup details.

6.4.2Ingate SIParator VPN Setup

The following Ingate configuration will complete the setup of the VPN
connection.

6.4.2.1 IPsec Peers
Go to the IPsec Peers page.

279 Psec  IPsec  IPsec  IPsec  IPsec Authenfication [Psec PP
0 Tomels Advanced (ryplos (erfifictes Seffings ~ Server  Status PPIP Siatus

IPsec Peers (Help)
These settings are called "Phase 1 settings in some other IPsec products

Remote Side ISAKMP | ... Authentication
Name Subgroup Active.  Local Side DNS N, RADIUS Blacklist | & ln}llu:‘e Encryption Delete
- i Name : Lifetime | - Row
or IP Address Dynamic IP Address i) keying Type Info
# AmazonKEapn-7 |- v |Yesv |ethl (192.0.2119) ¥ 192.02200 192.0.2.200 |No ¥ 28800 Yes¥ AES ¥ | |Preshared secret ¥ || Change/View
s ¥ |etht (192.02119) ¥ 19202210 192.0.2210 [No v 28800 YesY| |AES v/ |Preshared secret ¥ | Change/View
Add new rows | 1 groups with 1 | rows per group.
Figure 41

For Tunnel 1:

Name

Select a suitable name. E.g. Amazon-IKE-vpn-74d6a73£-0.
Local Side

Choose interface eth1 (192.0.2.119).
Remote Side

Enter IP address 192.0.2.200 (Virtual Private Gateway for
Tunnel 1 in Downloaded Configuration).

ISAKMP Key Lifetime (seconds)
Enter 28800.
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Encryption
Select AES.
Authentication

Select Type Pre-shared secret and enter the pre-shared key for
Tunnel 1 found in the Downloaded Configuration.

Click the + sign (left to the name Amazon-IKE-vpn-74d6a73£-0) and create

Tunnel 2:

Local Side
Choose interface eth1 (192.0.2.119).
Remote Side

Enter IP address 192.0.2.210 (Virtual Private Gateway for
Tunnel 2 in Downloaded Configuration).

ISAKMP Key Lifetime (seconds)

Enter 28800.
Encryption

Select AES.
Authentication

Select Type Pre-shared secret and enter the pre-shared key for
Tunnel 2 found in the Downloaded Configuration.
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6.4.2.2 IPsec Tunnels

Go to page IPsec Tunnels. In the table IPsec Networks add the lan 10.10.10.0/24
and the lan_vpc 10.20.20.0/24.

IPsec Networks (Help)

DNS Name or

Name Network Address Network Address Netmask / Bits Delete Row
lan 10.10.10.0 10.10.10.0 24
lan_vpc 10.20.20.0 10.20.20.0 24

Add new rows |1 TrOWS.

Figure 42

In the IPsec Tunnels table add a new IPsec tunnel.

IPsec Tunnels (Help)
These settings are called "Phase 2 settings" in some other IPsec products.

IPsec

Local Network Remote Network Ke!
Peer Lifetime Encryption PFS Group D];:::e
Address Type  Network NAT As Address Type Network (seconds,

optional)
® | Amazon-IKE-vpn-74d6a73f-0 ¥ | | Network v lan M| ¥ | | Network ¥ | |lan_vpc ¥ | 13600 AES ¥ | | Same as Phase 1 DH

Add new rows | |1 | groups with 1 | rows per group.

Figure 43

Peer

Select the peer you created on the IPsec Peers page.
Local Network

Select Address Type Network and select the Network lan.
Remote Network

Select Address Type Network and select the Network

lan_vpc.

IPsec Key Lifetime (seconds, optional)
Enter 3600.

Encryption
Select AES.

PES Group

Select Same as Phase 1 DH
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6.4.2.3 IPsec Advanced

Go to the page IPsec Advanced and create a new entry in the IPsec Peers table.

IPsec IPsec [MICTTHNM [Psec  IPsec IPsec  Authentication IPsec PPTP
Peers Tunnels PNITHIENN Cryptos Cerfificates Setings  Server  Status PPTP Status

IPsec Peers (Help)

Here you can define advanced settings for IPsec Peers .

NAT Dead Peer Detection Delete
Peer Tr al - - R
aversal Epnabled Delay Timeout Action ow
| Amazon-IKE-vpn-74d6a73f-0 ¥ | | Force ¥| |Yes ¥| 10 30 |Restart ¥ |
| Add new rows ||1 |TOWS.
Figure 44

Peer

Select the peer you created on the IPsec Peers page.
NAT Traversal

Select Force.
Dead Peer Detection

Select Enabled Yes. Enter 10 in Delay and 30 in Timeout.
Action

Restart.

6.4.2.4 Networks and Computers

Go to the page Networks and Computers and add two networks, Z» 10.10.10.0-
10.10.10.255 on interface Ethernet2 (eth2 untagged) and /Zn_ype 10.20.20.0-
10.20.20.255

[T Defoult All Inferface
(C NN Goteways Inferfaces NAT VLAN EthO Ethl Eth2  Status  PPPoE Tunnels Topology

Networks and Computers

Lower Limit [(E!Jgrl‘m:g Dait
Name Subgroup = Interface/VLAN CEL
DNS Name P DNS Name IP Address Row
or IP Address Address or IP Address
* Jlan L= ¥|[10.10.10.0 10.10.10.0 |10.10.10.255 10.10.10.255 | Ethernet2 (eth2 untagged) ¥ |
+ llan_vpc ¥ | 10.20.20.0 10.20.20.0 |10.20.20.255 10.20.20.255 |- v|

Add new rows |1 | groups with |1 |rows per group.

Figure 45

Rules
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Go to page Rules and create two rules to allow traffic from and to the Amazon
VPN tunnel. These rules will allow all TCP, UDP and ICMP traffic to and from

the tunnel

Time

DHCP
Reloys Relay Services Profocols Classes
Rules

Rule No. Active Client From IPsec Peer Server To IPsec Peer Direction Service Action gl::s Log Class  Comment Dl:ll)e‘:e
v | |lan_vpc ¥ | | Amazon-IKE-vpn-74d6a73f-0 ¥ | Ethernet2 - |icmp/udp/tcp v |Allow v| 247 | |-
> (VPN)

2 Yes v | [lan_vpc ¥ | [ Amazon-IKE-vpn-74d6a73t-0 v | [lan  v][- v| (VPN) -
> Ethernet2

1 |Yes ¥ | lan X

icmp/udp/tcp v [Alow v [2a7 ][

Add new rows |1 | TOWS

Figure 46

6.4.2.5 Save/Load Configuration

Finally, go to the Save/Load Configuration page under Administration and
apply the new settings by pressing Apply configuration.

Save/Load Show User
(@B Configuration: Administration U

Test Run and Apply Conf (Help)
Duration of limited test mode:

|30 seconds

Apply configuration

Figure 47

When the configuration is applied you should, under page IPsec Status see that
one of the two tunnels for peer Amazon-IKE-vpn-74d6a731-0 is up.

7 Using Ingate Startup Tool TG

7.1 Introduction

The Ingate Startup Tool TG is designed to simplify the initial “out of the box”
configuration of your Ingate Unit. The tool will automatically configure your
Ingate Firewall or SIParator to work with the IP-PBX, SIP trunking service

provider of your choice, and sets up all the routing needed to enable remote users
to access and use the enterprise IP-PBX.
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The Ingate Startup Tool TG is free of charge for all Ingate Firewalls and
SIParators. Get the latest version of it at

http://www.ingate.com/Startup_Tool_TG.php

For the Ingate SUTG to be able to access the Ingate SIParator Instance launched
in you VPC you will need to set up the tool in one of the following ways:

e Install the Ingate Startup Tool TG in a Windows Instance located in the
same VPC and subnet where the SIParator was launched.

e Install the Ingate Startup Tool TG on your PC, and make sure you have
VPN access to the VPC and subnet where the SIParator was launched.

e Install the Ingate Startup Tool TG on your PC, and make sure you Instance

has Internet access and is accessible from the outside via a public IP
address (Elastic IP).

Once the Instance has been launched and before you try to use the Startup Tool,
you MUST do the steps to install and activate the licenses.

Make sure you have proper connectivity between the Windows machine hosting
the Startup Tool and the SIParator Instance. (More details in the next sections)

7.2 Setting up connectivity.

EDUCRGNIH

Startup tool uses port TCP 80 to communicate with the SIParator. We will here
show what needs to be done to grant connectivity via TCP 80.

Assuming you have already installed and activate proper licensing, you will then
setup networking to enable connectivity with the Tool. Follow these steps:

e Access SIParator GUI
e Go to Access Control under Basic Configuration Section
e Add HTTP protocol in the Configuration Transport Section

e Add IP address or subnet from which you will be accessing in the
Configuration Computers section.
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inGate SIParator  CDD6-CSFA-67A6-4FFE-0D29-10A1 Log Out

. Basic se [ se | sie | . | Virtuol rivate | Quality of | Logging
) = 0 A B A D s R B

Buosic SlPoratar

Access Dynamic
Configuration [C2T1) RADIUS SHMP DNS Update Cerificates TLS Advanced  Type

Configuration Allowed Via Interface (Help)

Interface or Tunnel Allowed Delete Row
Ethernetd (ethd) ~ | |Yes ~| [

Add new rows |1 TOWS.

Configuration Transport (Help)

Protocol TP Address Port Cert TLS Delete Row
[l lepoerg 5 |- “E g|[®

HTTPS - | [etho (eth) - 443 |httpsconfig - | [TLSv1x '
ECEE w22 |- ~ [ =l [m]

Add new rows |1 TOWS.

User Authentication For Web Interface Access (Help)

@ Local users
) RADIUS database
) Local users or RADIUS database

‘Web Interface Access Settings (Help)

Login timeout: 500 | seconds

‘Configuration Computers (Help)

- Via
DNS Name or Network - .
No. Network Address Add Netmask / Bits Range ];::: SSH HITP HITPS
[1 p.o.o.o | 0000 0 0000- 100 o=
5 B
2 192,168 200.0 [24 1921682000- [- ~ | [] (M [] E
192.168.200.255

Add new rows |1 TOWS.

Figure 48

In our example we are enabling connectivity from the network 192.168.200.0/24,
and the connection is established via VPN with the VPC where the SIParator has
been launched. Note the HTTP box for the originator network is being selected
(enabled).

If you, for instance, are planning to establish connectivity from the outside
(Internet), you will need to associate an Elastic IP address with ethO using AWS
console, and add your origin public IP address in the Configuration Computers
Section.

In case you are running the Startup Tool from a Windows machine in the same
VPC (i.e. 10.0.0.0/16) you will use the same network address in the added
Configuration Computers row.
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E Select Product Type had - bt
Welcome to the Ingate Startup tool TG - this tool will assist you in setting up your new Ingate unit

Setup

Ethd

LAN

Connect your computer to your Ingate unit like this.

Please Select model

Ingate Firewall /SIParator ~

Figure 49

After selecting Ingate Firewall/SIParator option:

3 Ingate Startup Tool TG- Helps configure your Ingate unit had — X
Ingate Startup Tool TG Version Help
You are running the latest version of this tool.
First select what you would like to do: Establish contact

i Inside (Interface Ethd)
(®) Change or update configuration of the unit IP Address: 0 . 0 . 0 .15

Check SIP configuration and logs

Enter the password
Enable SIP module Password:
Configure Remote SIP Connectivity
Configure SIP trunking
[[Backup the created configuration
[ create a config without connecting to a unit
This tool remembers passwords

Status

Ingate Startup Tool TG Version 1.2.2 i
Startup tool version available on the Ingate web: 1.2.2

‘You are running the latest version of the Startup tool.

More information is available here: http:/fwww.ingate.com startuptool.php

Figure 50

Make sure you select “Change or Update configuration of the unit”. As AWS
controls and have full ownership of IP address, you won’t be able to assign IP
address to any interface.
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If you are accessing from the local network or VPN you will need to use the
Internal assigned IP address to ethO in the Instance.

If you are accessing from the outside, you will need to use the public Elastic IP
address associated with eth0.

For detailed instructions on how to use the Startup Tool please refer to the manual
here:

inG ate

Startup Tool TG - Getting Started Guide

For Classic Ingate SIParator® Version 5.0.10 or later
Document revision 17B, February 20, 2017

Figure 51

8 Additional help or support

If you have questions, suggestions and any other concern feel free to contact Educronix LLC

Web: www.educronix.com
Email: support@educronix.com
Toll-Free: +1 855 866 8854

Ph: +1 954 866 8884

We also provide consulting services as well as remote hands troubleshooting and configuration.
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