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This document is a guide on how to configure the Ingate SIParator®, which is an SBC and a
Firewall, as a Teleworker Gateway, to allow Mitel Customers and Channel Partners to
deploy the MiVoice Connect with Mitel 6900s Phones (the 69xx series of phones) at remote
locations (Teleworker scenarios).

This Teleworkers solution for the 6900 series of phones is a joint development between
Mitel and Ingate and is based on the architecture explained in section 2.
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HQ Server f
Director _Local Repository ITSP

mm S|Parator® as Qutbound Prosy

mm 5|Parator® as B2EUA

mm 5|Parator® as HTTP Proxy

== SlParator® as HTTP Connect Tunnel

Teleworker Gateway

With this solution, the Teleworkers get the same simple installation procedure, functionality,
and behavior as on the company LAN.

Day-1 Remote Installation Support for the Teleworker Gateway
To support deployment, and the by necessity complex Day-1 Installation, including new
concepts and the latest certificate technologies, Ingate has agreed with Ernesto Casas, who is
known from development of this product and is the main author of this guide, to offer such
support from his Florida location through Educronix LL.C, under item number
IGT-0022-02, ordered through Ingate or directly by Educronix at support@educronix.com
and toll free +1 855 866 8854:

IGT-0022-02 Remote Installation Support, per hour (minimum 2h for Mitel Teleworker
Gateway), by Educronix (Americas). Additional time beyond the minimum 2 hours is charged
afterwards the same hourly rate.
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1 Introduction

This document describes the steps to configure the Ingate SIParator® (an “E-SBC”) as a Teleworker
Gateway for the Mitel 6900 Phones to easily (almost automatically) be deployed at remote locations for
connection to the Mitel MiVoice Connect (MiVC, previously ShoreTel Shoregear) PBX. All supported
Ingate SIParators, including current appliances (most S21, all S22, S42, §52, S82, §95, S97 and S98) as well
as the Software SIParator® for VM platforms or cloud can be configured as Teleworker Gateway.

Required Versions and Licenses:

MiVoice Connect (MiVC) PBX (version 19.3 or later).

Mitel 6900 series phones version 6.2.0.6335 or later.

Ingate SIParator® 6.4.1 or later with one ACL license for each remote user (each Teleworker), new MiVC
bundles with Teleworker capability, includes the ACL license for the Ingate Teleworker Gateway.
Standalone ACL licenses can also be provided.

A fair knowledge of MiVC Connect, as well as the Ingate SIParator®, is required to be able to follow this
document.

2 Ingate SIParator® as Teleworker Gateway Explained

Teleworkers solution for 6900s series is a joint development between Mitel Networks and Ingate Systems
AB, and is based on the following architecture and concepts:
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Director _Local Repository TSP

mm SParator® as Outbound Prosy

= 5|Parator® as B2BUA
Teleworker Gateway s SIParator® as HTTP Proxy

== 5lParator® as HTTP Connect Tunnel

With this solution, the Teleworker gets the same simple installation procedure, functionality and behavior as
on the company LAN.
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SIParator® architecture includes 4 built in key components for MiVoice Connect Deployments:

1) A full SIP Proxy that will act as outbound proxy for the purpose of all SIP dialogs between
Teleworker end points and SIP infrastructure (i.e. Phone Switches).

2) A B2BUA for all SIP traffic with ITSPs for SIP Trunking.

3) Anadvanced HTTP Proxy that will be used in secure mode (MTLS) for initial parameters needed
via a local file maintained in the SIParator® known as “startup.cfg” (contains configuration server
address and port to be used for the HTTP Connect tunnel).

4) A HTTP Connect tunnel (MTLS) termination point to build a seamless communication channel
between the Teleworker end point and all MiVoice Connect infrastructure sitting or reachable from
the SIParator® inside interface (ethO) (i.e. any MiVoice Connect Server, DVS, CAS, etc.).

Initial upgrade from factory loaded MiNET firmware is also included in the solution for best out-of-the-
box experience of 6900s phones.

Starting on MiNET firmware version 1.6.0.25 here is the sequence of events happening:

1) When booting up the phone, from the TUI menu, MiVoice Connect is selected.

2) Ingate public FQDN is entered as the configuration server and an MTLS connection is established.
3) The phone requests version.txt file to identify SIP firmware version needed.

4) Firmware is downloaded by the phone via https.

5) The phone saves configuration server information to be used after reboot.

6) After reboot, the phone tries to get hq_ca.crt via http, which will fail in Teleworkers scenario.

7) The phone then initiates an MTLS connection to request startup.cfg file from the SIParator®.
Referring to the previous diagram, all this out-of-the-box sequence happens using HTTP services built
into the SIParator® in version 6.4.0 or later.
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3 MiVoice Connect (MiVC) Configuration.

Current Build: 22.22.1500.0

This document doesn’t include instructions on how to setup MiVoice Connect, but only the additional
elements needed to add Ingate SIParator® as a Teleworker Gateway in the deployment.

3.1 Add Ingate SlIParator® to MiVC Using the PBX “Director”

Using Director Interface in your HQ Server go to Administration under Appliances/Servers = Platform
Equipment, add a new appliance (SIParator®)

[ Mitel Connect Director ® +
« (& A Notsecure | ecZamaz-tis6ll1.ingatelabs.local:5478/director/#/switches Or
5! Apps W Bookmarks @ Telecom Services - 1. & Sign In | AT&T Mes.. 8, Amazon Web Servic... run.gwikLAB | Hom.. &

> Mitel Connect Director

Search ] Platform Equipment | COPY
El O L i = O| NAME DESCRIPTION SITES SERVER
ADMINISTRATION += 5
Headquarters SoftSwitch Headquarters Headquarte

Users 0O
- Trunks O

Telephones O
4 Appliances/Servers O

| Platform Equipment | O
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GENERAL

Site: Headquarters »

Hardware type:

SG220T1
SG220T1A
3G244A
3G30

3G50
SGE0V
3G90
3G90V
SGTk
ST100A
ST100DA-T1
STID-T
ST200
ST24A
ST20-T ~

Select Site, in our case it will be “Headquarters” and in Hardware type pull down and select “InGate”.
Fill in the information including the MAC address and IP address of the internal interface of the Ingate
SIParator®.

InGate: Ingate SBC Teleworker - 10.0.1.68

MAC address:
Fully qualified domain name:
Server to manage switch:

Note:

J’ GENERAL SWITCH
Name: \Ingate SBC Teleworker | &
Description: [Ingate SBC Teleworker | s
Site: Headquarters v Go to this site
IP address: |_'10_0_1 68 |

112-36-f8-95-72-C1 |
[10.0.1.68 |

Headquarters v

Press Save and it should show in your MiVoice Connect platform equipment table.

Once saved, you’ll notice that a Download button shows up:
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InGate: Ingate SBC Teleworkers - 10.0.1.68

J"" GENERAL SWITCH
MHame: |Ingate SEC Teleworkers | #
Diescription: [Ingate SBC Telaworkers | &
IP address: [10.0.1.68 |
WM& address: [12-36-f8-95-T2-c1 [
Fully qualified domain name: [10.0.1.68 [
Mote:

Diownload Cerfificate

Use this button to download the HQ signed certificate that will be used later for TLS on the inside interface
of the SIParator®.

It will show up to easily copy and paste in any ascii editor to saving locally in your computer, or you can also
locate the key and certificate files in the indicated folders in the screen.

L ]

Download Certificate Domeioad

Cenificate Key LT.PJE keyﬁlas are saved H'Q s=rver st Cl5horeline Dafa‘!rey's!ump.ware folder, You can also Dopya\mdpade o 3 fle of your choice. I
Certificats: - - . - HAUES

anmﬂpr—LHaumeavwwdvqnmasugmuﬁcpq Biy2lA==
-----END CERTIFICATE-----

-----BEQIN RS54 PRIVATE KEY-----
MIIEowIBAAKCAQEASWE THABIE1Up+EENSGAHL IWhynY 3l pERdGUE +XSBRCYTIRE
Bc51bddbhSaLAbcePRgzUSY/ dA404 THp 7 BN2ZHg 2mp TZVEipAVEld+cpDh TEDBFL
hea70edx116LdYY s 2K TanyWj relgxkWhpwRNYFudddm31a, EYFIuletwutgvHLzV/
FauMfo/ /trzmjjzdufDBNTF bDZUSa1GXORbbAD3DECFMGEKNAF S IMANUEDN/ JRa
KpdVsgpedTFevadrjWHvIIwi ZRzglIH1BIU1ghu3vV29rwa Wl vaHhxgvaal13gH
owCESFuncYNiWen3CNuIRZR/ 2dotgHRr1 568360 I0AQABAD IBAHIKG ] 158hdYo3HK
A1t 1WrdUENmZ s 56k I FydHNrQXGFTeTNoDtom2nr/ 1y h BONULQG s Gra+uvibwlhi
SHoUi+REPHQWORGTK2dFRICFR1GCSSIYITSIpL)YsPLiDCAENLPALT IBAmpSaqEL
HixagMIHIPE 1Y nrhdgPRdw+SbkbHRVK 10U+ U5 3X7 LvgzWzgd zNDEAX sHkN+yXP
ITaMra2wFntevvikdmikhypsZedppots psXo/  siviLaAaQcfzHo XWEs L TRLaS
kr+rcBalWpupT 147 IDEBHS Y3 IBpUzHKAGFGETEMDH+bCIVeF 2dlow30nosIgdzUaf
p395bkkCeYEATEEbIDILOURCEWPWEIKa IBbDXBUGIAMGTFESY T ToCc TgHONY ZDX2M
THMu L2 FXFVocBMDG 24xxoy 1U¥ul /065 sdw2dC0oqHD)] s FnuEXvzc 346 Zound 9p&w
OpZawldIhuWUFLS3ZgErvEDoS2iCvedd j/KNS/PI9bCrbFttmckpb2 P BCEYEAT JOL
TGAYSHSZEYY 282 P pMK9PMyeBetUas YwdBEePpcFBvol tydmhRYPEEA1310102aK
262d 3noedvINsoMy TDFScemplds 3THOSpG1AXzZy 3vd FKECcH1 jBGwLe Tx+HSELK LW
PAzyOynYL2LyEiEqaTPhBgnBPITREI6tEF Ay lcCeYB7AY LkwDIVLZ L tmo sy F XMW
RTQHDFy IHY IpiGKyyOTwpNWEOSY Qo ZnoN3mysnbQr IbDvpdhPBe cdsP /w2l Ish
r2HN/ 143kthmanjsdPligv3npoierkFads PukgjomlvagRENHY vRnMeXO1X1AFVM
FICrATkYBepAnXcOD7buFwKBEQOUBLurw] EkImuswaStLz2cmul1bh18ps15d Twyd
wlZ¥samlpcPXciNReGoTChAZEls2IXEWKaaK 10T aleobHKoc LekSSR jy3aNPPSLT
1pl1sWEKqUBeKqUBISR1IOMAZ TONVFA] / 700xMpik o EMHPUWHGH A8 FESHh TDE hd
I39UjQKBEE puby /H/ dz9bbSc 15780000z 13020490 IMWt 1CgSqayd IkexOknGLA

TR RIS T L D R IR P LT R PP T a1 Bl o) adiaaus P

Faor your convensence, the CERT 15 saved m HQ server at C-\Shoreline Dafa'keystore!cers folder You can also copy and pasie info a2 file of your choice.

Centificate File

Let’s create/save the file as “hq_signed.crt” using copy and paste in Notepad++.

3.2 Load HQ signed certificate in SIParator® for further assignment to
Inside interface for TLS.

On SIParator® GUI, under Basic Configuration = Certificates, add a new row under Private Certificates:
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Basic Access DHCP DHCP DHCP Server  Router  Dynamic DNS Advanced SlParator
Configuration Control RADIUS SNMP Options Server  Status  Advertisement  Update ACME TLS Settings  Type

Private Certificates (Help)

Name Certificate Information
No certificate exists.
Mo value given.

SIParator cert | Create New | | Import | | View/Download | Mo current certificate

Select Import button and point to the previously saved “hq_signed.crt” file:

Import Certificate/Key

Specify the local file, in PKCS12 (.p12), PEM {.pem) or DER (.cer) f
Local file containing certificate/key:

ha_signed.ct offmm—

Import password:

| Import certificate/key pair | | Abort |

You will see that the Certificate was loaded as expected:

Private Certificates (Help)

Name Certificate Information

Key Type: RSA

Subject: /C=US/ST=California/L=Sunnyvale/0=ShoreTel Inc/OU=Fake Hardware Manufacturing/CN=12:36:F8:95:72:.C1
Issuer: [C=US/ST=California/L=Sunnyvale/O=ShoreTel Inc/OU=Fake Hardware Manufacturing/CN=Fake ShoreTel HW Root @
Signature Algorithm: sha2568WithRSAEncryption

MD5 Fingerprint: 0B:4C:C5:60:58:29:6B:49:7C:234.BC:13:91:82:46:79

SHA-1 Fingerprint: BE3E 5C21 0DD4 3EBT 11F3 A244 3B9B 1FBE1 F712 5B94

SHA-256 Fingerprint: 8CAD FE24 9646 D519 6B1F AF3A 6CABE E161 SFDC 77CF 6356 4004 8CFC 6A7C 5E0BE 5B73
Valid from: 2022-03-20 22:21:41

Valid to: 2038-01-19 00:00:00

Subject Key ID: D9:5B:DC:02:E3:C6:19:EE-FX-9E:0B:9F-B7:50:6F:5C:5E:A3:C1:.C1

S|Parator cert | | Create New | | Impaort | | View/Download

Save and apply the changes.

4 SlParator® Network and Combined Functions Concerns

If the Ingate SIParator® is already in place (typically used for SIP trunking), the Teleworker Gateway
functionality can in most, but not all, cases be added. However, for various reasons (frequently commented
below), the Teleworker Gateway as a separate function for the Ingate SIParator®, must be regarded as the
standard and guaranteed installation.

In a critical live SIParator installation, especially if complex, you should consider whether it is worth to
reconfigure the existing SIParator® to also include the Teleworker Gateway functionality, rather than
adding an additional SIParator® for the Teleworker Gateway. SIParators® installed for SIP Trunking, with
its WAN connection to the real Internet (not the I'TSP’s private IP pipe), already using TLS over port 5061,
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cannot also be used as Teleworker Gateway, while SIP Trunking over the real Internet using UDP (or TLS
over another port than 5061), can add the Teleworker Gateway without network reconfiguration. Other
WAN network connections (typically to an I'TSP’s private IP pipe - not routable to the real Internet), will
require network reconfiguration to be able to add the Teleworker Gateway functionality.

4.1 Required Network Considerations for the Teleworker Gateway

The Teleworker Phones connect over the Public Internet to the Public IP address of the SIParator®
using MTLS and Let’s Encrypt’ s self-updating certificates for security. All remote users must be able to use
the SIParator’s SIP proxy for the Teleworker Gateway functionality, but few others should be able to use
the SIParator’s SIP proxy.

4.2 Combining Teleworker Gateway with SIP Trunking SIParator®

There are thousands of Ingate SIParators used for SIP trunking of PBXs, but the access to the SIParators is
most often limited by various means, to avoid misuse of the SIParator’s SIP proxy. An existing Ingate
SIParator may either be connected and configured to SIP trunk over the Internet or over the I'TSP’s private
network, on private IP addresses for the SIP trunking service, the private IP-pipe here called
“SIPtrunkingIPpipe”.

4.2.1 Teleworker Gateway with SIP Trunking Over the Public Internet

The SIP Services = Basic Settings sets up the IP addresses allowed for SIP Services. From SIParator®
version 6.4.0, you can set up SIP Trunking allowed from/to the ITSP network, as shown at row one of the
table in this picture, while allowing TLS at port 5061 for the Teleworker Gateway over the Internet by
leaving the “Allow From/To”-column with “- at row two:

Administrai Rules and | HTTP SIF SIP | SIP
minkstratien Emflguratmn Relays | Services | S Traffic runks
Signaling  Media Media Sessions and Remote SIP V
Slﬂllg! Encryption Encryption Transcoding Interoperability — Media  Connectivity Sw
SIP Module [Help)

@ Enable SIP module
) Disable SIP module

SIP Signaling Ports (Help)

Active Port Transport Intercent Allow Comment Delete
- P FromiTo Row

|UDPandTCF‘V||YESV| ||T5Pv||:| O
el Jfms—~lfwee] sl C

(In previous releases of the SIParator firmware, there was a single setting applying to the whole table, so the
two rows could not be separated:

SIP Signaling Access Control [Help)

Specify the networks and computers from which the SIParator accepts SIP
Signaling.

- v

June 13May 24, 2022, revision 22F Ingate’s MiVoice Connect (MiVC) Teleworker Gateway Page: 10 /59



If there were something filling this field in a pre-6.4.0 version of the SIParator, assure that this is entered in
row one, representing the SIP trunking service.)

Also notice, that you CANNOT combine both Teleworker Gateway functionality and SIP trunking in the
same SIParator®, over the same TLS transport using the same 5061 port. The transport protocol or port
has to be different to allow combining in the same SIParator®.

4.2.2 Teleworker Gateway with SIP Trunking on a Private IP Pipe

Since the Teleworker Gateway must be connected to the real Public Internet, the SIP trunking on a private
network, cannot be connected to the same Ethernet port 1. Here it is exemplified how the SIP trunking

function can be moved over to Ethernet port 3 using the SIParator’s “Additional Default Gateway”
configuration:

a) Locate the IP addresses that the ITSP uses for its SIP trunking service under Network = Networks and
Computers (here “SIPTrunkinglPpipe”):

Basm HTrP SIF sip SIP hflrtual Private [Juallty of | Logging .

LT Default Interface
Computers [EEICTENS Interfaces VLAN EthO Eth1 Eth2 Eth3 Status PPPoE Tunnels Topology

Networks and Computers

U Limit
Lower Limit pper Limt
(for IP ranges)
Edit Delet
@ Name Subgroup DNS Name Interface/VLAN elete
Row DNS Name Row
or IP IP Address IP Address
or IP Address
Address
- + Intermet - 0.0.0.0 0.0.00 255.255.255 255 | 255.255.255 255 | - [
O + SIPTrunkinglPpipe - 34.203.250.0 34.203.250.0 34.203.251.255 |34.203.251.255 |- [

L = 54.171.127.0 54.171.127.0 54.171.127.255 54171.127.255 - l
L = 54172600 54.172.60.0 5417261255 5417261255 - [
L] - 54244510 54244510 5424451255 5424451255 - [

b) Under Network = Default Gateways, setup an “Additional Default Gateway” (here “SIP_Gateway”) for
IP traffic on Ethernet port 3 (eth3):
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Main Default IPv4 Gateways (Help)

L. . DNS Name
Prior namic IP Address Interface Delete Row
ty| Dy or IP Address

E Ethernetl (ethl) v ‘ O

| Add new rows Hl |rr:nw5.

Main Default IPv6 Gateways | Default Gateway l

1 provided by ITSP inside
DNS Name

Talgl i | i
Priority| Dynamic or IP Address

Add new rows Hl |rr:nws.

Additional Default Gateways 1 (Help®

DNS e
or IF Address |

e ]
SIP_Gateway | |-+ ‘10.180.23.1 10.180.23.1 | Ethemet3 (eth3) v | §
Add new rows |[1 | rows.

Palierv Far Parkete FEram | Inniead Catewawve iz

Delete

Name Dynamic
Y — Row

IP Address Interface
-

) Enable that “Additional Default Gateway” (SIP_Gateway) as the “Outbound Gateway” at the SIP
Trunks page for the ITSP:

SIP Trunking Service (Help)

(O Use parameters from other SIP trunk
@ Define SIP trunk parameters

Service name: | PSTN | (Unigue descriptive name)

Service Provider Domain: | mivoice.pstn.com | (FODN or IP address)

Restrict to calls from: (- = No restriction)

Outbound Proxy: | | (FoDN or Ip address)

Use alias IP address: (Forces this source address fom our sic
r Outbound Gateway: 1 (- = Use Default Gateway)
- Signaling Transpart: UDF + - (- = Automatic)

d) Connect Ethernet port 3 to the I'TSP’s private network and connect Ethernet port 1 to the real Internet
for the Teleworker Gateway functionality).

Notice that the SIParator’s Internet can be behind a 1:1 NAT or “in the DMZ”:
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m THE SIPARATOR IN THE DMZ (behind a 1:1 NAT)

Mivoice
Connect

which Public IP address must be configured under SIP Services - Basic Settings:

Public IP Address for NATed SIParator (Help)

ONS Name

or E ﬂﬂﬂ[ESE
| mive.ingatelabs co| 54.237 146.24

IP Address

However, there is NO such function (of being behind a NAT) for the private SIP trunking pipe that must
be directly connected to the ITSP’s network™

NOTE: If you are using an Ingate Software SIParator®

(https:/ /www.ingate.com/files /Ingatelnstallation VirtualMachines.pdf), it may not be possible to add an
extra ethernet port (like eth3 recommended above) after already being installed. VMware has shown this
restriction, while it has been possible under KVM. Please be aware that changing the EMACO address
invalidates the Ingate license and you need new licenses to teinstall the Software SIParator® (which can be
provided by your Ingate sales channel, if you select to use an already installed Softwatre SIParator® under
these circumstances). Take precautions like SIParator backups and VM image backups before doing any
change to make sure you have a rollback path in case you need it.

4.2.3 DNS Considerations

The DNS server(s) that the Ingate SIParator® uses are setup under Basic Configuration = Basic
Configuration and are in existing installations usually populated with a commonly known IP such as 8.8.8.8,
8.8.4.4, 4.4.4.4 or similar.

Due to it use of secure MTLS connections using certificates, the Teleworker Gateway functionality of
SIParator® requires that the public IP address of the Ingate SIParator® if referred to by an FQDN (Fully
Qualified Domain Name), setup and resolved in a public DNS server. If any local addresses to the MiVC

2 patch-6.2.2-sip-public-ips.fup (intranet/index.php/Fuego_Patches) may imply a possible solution.
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servers (or to the inside of the SIParator®) are referred to by an FQDN, those need to be setup and
resolved in an internal private (a local) DNS server on the LAN.

It should look like this, assuming in our example the internal private DNS server is at “10.0.0.2”:

i ) o N ) ) D

Changes have been made to the preliminary configuratio

Basic Access DHCP  DHCP DHCP Server ~ Router  Dynamic [
(K e Control RADIUS SHMP Options Server  Status  Advertisement  Update

General Version of Software SIParator/Firewal
Name of this firewall: Check for new versions of Software SIParato
Date of last successful version check:
Default domain: Software version in use:

\:l Policy For Ping To the firewall

IP Policy (Help) (O Never reply to ping

O Discard IP packets () Only reply to ping to the same interface

® Reject IP packets
() Reject IP packets via TCP Reset

@ Reply to ping to all IP addresses

DNS Servers (Help) If you have internal
DNS fail over, add it as
No. Dynamic DNS Name IP Address Delete Rov No. 2

or IP Address
1 [ v][w002 | 10002 %_
2 \E v||100.1.2 | 100.1.2
3 I[- v|[ss88 | 8888 ]

Suggested as an
alternative to failover
to a public DNS when
local DNS servers fail

NOTE: If you use an FQDN rather than an IP address, for the MiVC HQ Server where the “config server”
is located, you MUST also specify an FQDN in the startup.cfg file that the Ingate SIParator® hosts, see 8.1
Hosting startup.cfg in the Ingate SIParator®. Mixing FQDN and IP address will cause FAILURE. Such
FQDN for the HQ Server must be resolved in a local DNS server.

If no FQDN is used for the any MiVC you can keep using only a public DNS Server such as 8.8.8.8.

5 SlParator® Basic Network Setup for the Teleworker Gateway

The Teleworker Gateway for the Mitel 6900s phones, is available over the Public Internet using MTLS over
port 5061 and gives the phones the same functionality as if connected locally to the MiVC PBX, including
automatic phone firmware upgrade, authentication and CAS communication.
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The Teleworker Gateway functionality is available in both Firewall and SIParator Mode of the Ingate
SIParator®. Typically, SIParator Mode is used, unless you already are or have the intention to use the
specific firewall functions (Rules and Relays) of the SIParator®.

Typically, the “Standalone” SIParator Type is used, unless you already are or have the intention to use some
other SIParator Type under Basic Configuration = SIParator Type.

5.1 Remote Phone Users Just Select MiVC and FQDN:6586 to Connect
from Teleworker Locations

Remote Phones Just Select FQDN:6586° to Connect from Teleworker Locations

Voice Services

MiCloud Connect
* MiVoice Connect
Mivoice Border Gateway

rManual Upgrade

MiVoice Connect

5.2 Initial Port Adjustments on SIParator® Access Control

On this step we will release port 80 and 443 from the default configuration used to access the SIParator’s
Web GUI. We will use port 8080 for http and 4443 for https. You can decide differently and decide which
protocols to use based on your specific needs as far as ports 80 and 443 are not used here.

Port 80 will be used for the ACME protocol to be able to use Let’s Encrypt as a certification authority and
to obtain auto-renewable certificates from them.

Port 443 is the default port used by Mitel 6900 series of phones to establish MTLS connections for other
than SIP usage, but to free up 443 for other company usage, we instead use port 6580.

3 The Mitel local usage is to simply enter the FQDN without any port specification, which selects the TLS standard port 433.
However, for a company installing the Teleworker Gateway, that must listen for MTLS connections from its Teleworker’s at that
particular port, it would block the company’s other usage of port 443 at this FQDN, which typically is the company’s Internet
connection. Ingate is therefore in this Application Note showing a configuration where the Ingate SIParator is listening to port
6586 from its Teleworkers. To go back to using port 443 and port 444 (which are assigned by IANA for other purposes), simply
change port 6586 to 443 and 6587 to 444 as shown in 6.1.1.2 HTTP Services related certificates and 8.2 Local Endpoints.
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Bll[: H]TP SIP SIP SIP '|"|rtual Private | (x uallt)l of | Logging
Basic Dynamic DNS Advanced SIParator
Gonfiguration l:unlnl RADIUS SNMP  Update  Certificates ACME TLS Settings  Type

Configuration Allowed Via Interface (Help)

Interface or Tunnel Allowed Delete Row

[Internal (eth0) w] [Yesw]| O

[External (eth1)w| [Yesw| O

Add new rows FOWS.

Configuration Transport (Help)

Protocol IP Address Port Cert TLS Delete Row

[HTTP w|[Outside (eth1) v | (2080 [- MIE ~| O

[HTTPS w | [Outside (ethl) v | [nttpsconfig | [TLSvLx v| O

[ssH_v][- v] (22 - v ¥]|O

NOTE: From this point on make sure to access the Web GUI in the SIParator® to use the appropriate port.
Remember that once you apply this change you will lose access to the Web GUI in the current session, and you
should have other web instance open with the new port to refresh and save the changes. Otherwise, changes will be
unapplied after 30 seconds.

NOTE: If you don’t have a certificate created for https, use the instructions in section 6 to create a Let’s Encrypt
private certificate. You can also add https access later. Make sure that you have enabled the appropriate subnets
and IP address to allow access to the SIParator® interface from those networks. Make appropriate
adjustments based on your scenatrio.

Configuration Computers [Help)

Via
DNS Name or  Network REST Delet
No. Net kI Bit R 1P SSH HTTP HTTPS Log CI
© MNetwork Address Address etmas s ange sec API 0g tlass Row
Peer
B o 0.0.00-
B |[0.000 0000 [0000 255 258 285,255 -] | O O O

5.3 Network — All Interfaces

There are thousands of SIParators already deployed for SIP trunking, using simple standardized
configuration. To comply with the most common usage and terminology the “Inside” of the SIParator®,
ethernet port zero (eth0) is named EthernetO and connected to the LAN, while the “Outside” of the
SIParator®, ethernet port one (ethl) is named Ethernet] and connected to the LAN.

This is set up at Network = All Interfaces:
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Networks and  Default Al Interface
Computers  Gateways QUG VLAN Eth0 Eth1 Eth2 Eth3 Status PPPoE Tunnels Topology

Interface Overview

General
Physical Device Interface Name Active Speed and Duplex MTU
ethO lEthernelO l IYes v] IAutonegantion VI llSOO l
ethl lEthemell I IYes V] IAutonegantion VI l1500 I
eth2 [Ethernelz I [No v || Autonegotiation v| [1500 I
eth3 lEthernelS I [No V] IAutonegantion VI llSOO I
Directly Connected Networks (Help)
Name felilese RSN IP Address Netmask I Bits AT SR Interface or Tunnel VLANId VLAN Name el
Type or IP Address Address Address Row
|etho |[static v [10.0.1.2 | 10012 2552552550 | 10010 1001255 |Ethermet0 (etho) v| | I O
leth1 |[static  v|[192.1680112 | 192.168.0.112 192.168.0.0 192.168.0.255 | Ethernetl (eth1) v | | |I- m]

Please notice that the WAN IP address here is Private instead of Public, because the SIParator is behind a
1:1 NAT or “in the DMZ”, which simply is “Port Forwarding” — What comes in on the Public IP address is
forwarded (without changing ports) to ethl having the WAN IP address.

m THE SIPARATOR IN THE DMZ (behind a 1:1 NAT)

Mivoice
Connect

For SIP to work, having the SIParator® in the DMZ, you need to configure the Public IP address under
SIP Services = Basic Settings:

| Basic wrre | s | s | s vt

Changes have been made to the preliminary configuration, but hav

- Signaling  Media Media Sessions and Remote SIP VoIP
il Encryption Encryption Transcoding Interoperability — Media  Connectivity Survival

SIP Module [Help)

@ Enable SIP module
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Public IP Address for NATed SIParator (Help)

DNS Name
gr |P Address

| mive.ingatelabs co| 54.237.146.24

IP Address

Add any static routes in case you need to reach other internal subnets, and define your default gateway
(usually to reach the outside or anything else), e.g.:

Static Routing (Help)

Routed Network Router
DNS N i ) DNS N Interface or Tunnel Delete Row
ame or Network Address  Netmask / Bits Dynamic ame IP Address
Network Address or IP Address

|192.168.200.0 192.168.200.0 10.0.1.1 10.0.1.1 Etherneto (etho) v q
default default 192.168.0.1 192.168.0.1 | Ethemetl (eth1) ~| O

In this example we added a static route to be able to reach some Mitel Devices located in the LAN side but
in a subnet that is not directly connected to the SIParator® (i.e. 192.168.0.0/24)

5.4 Networks and Computers

This section shows how to assign names to known IP addresses and group them to make it easier later
during remaining configurations.

This is done under Network = Networks and Computers:

Basm H]TP SIP sl P SI P Virtual Private [)ualltyl of| Logging

Changes have been made to the preliminary configuration, but have not been applied.

LEWTT e Default Al Interface
il el Gateways Interfaces VLAN EthO Eth1 Eth2 Eth3  Status  PPPoE Tunnels Topology

Networks and Computers

Lower Limit Upper Limit
(for IP ranges) Delete
Name Subgroup Interface/VLAN
DNS Name 2] DNS Name Row
IP Address

or IP Address Address or IP Address

& 0.0.0.0 0.000 |255255.255.255 | 255.255.255.255 [- v O

+ |Mitel Appliance | |Mitel HQ Server v I:I I:I ~| D
Mitel vPhones  w I:I ~| O
v| O

|

|
T R — ;
|_

|

|

% [mitel vPrones | [- v|[100150 woiso| ] vl O
100151 woist[ ] v D
% [Mitel vTrunks | [- v|[100186 w018 | v] D
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We are defining the following names:

e Mitel Appliance. All IP ranges where MiVoice Connect appliances are included coming from the
Inside.

e Internet. Any IP coming from the Outside covering all Internet for any Teleworker.
Etc., here detalhng the IP addresses of all MiVC components:

H]TP sIP SIP Virtual Private Quallty of | Logging

Changes have been made to the preliminary configuration, but have not been applied.

LT Default Al Interface
(H1 Gl Gateways Interfaces VLAN EthO Eth1 Eth2 Eth3  Status  PPPoE Tunnels Topology

Networks and Computers

Lower Limit Upper Limit
(for IP ranges) Delete
Name Subgroup Interface/VLAN
DNS Name P DNS Name Row
IP Address

or IP Address Address or IP Address

:; 0000 0000 |255255255255 | 255255255255 [- v D

+ |Mitel Appliance | |Mitel HQ Server v I:I I:I ~| D
Mitel vPhones I:I ~v| O

|
|
|_
s w010 ] E ajs
|_
|
|

% [mitel vPrones | [- v [10.0.150 woiso| | v O
100151 woist[ ] v] D
# [Mitel vTrunks | [- v|[100.186 wo1ss| | v] O

Existing SIParators already setup for SIP Trunking, typically call their WAN connection “Internet”, even if
it is not connected to the full Internet, that the Teleworker Gateway must work over. Such “Internet” for
existing SIP trunks, typically has to be relocated to another ethernet port (we propose eth3) as described in
section 4.2 Combining Teleworker Gateway with SIP Trunking SIParator®. In our example all MiVC
appliances are on the same subnet (10.0.1.0/24). If there are other subnets where MiVC appliances can be
reached, just add under the same Mitel Appliances by clicking in the “+”. Make sure all those additional
subnets are reachable via the inside default route or new added static routes.
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6 Required Certificates in the Teleworker Gateway

When configuring the MiVC PBX, in section Error! Reference source not found., a long-time certificate
between the SIParator® and MiVC was created in the Director and inserted in SIParator®. There are also
certificates needed on the public side (the Internet) between the SIParator and the remote phones. These
need to be renewed frequently and the fairly new ACME protocol, is used to automatically update free
certificates from Let’s Encrypt. Thus, the certificates in the SIParator provide high security and the
certificates do not need to be manually updated over time.

6.1 Enable the ACME Protocol to Allow Self-updating Certificates
(e.g., Let’s Encrypt self-updating free certificates)

SIParator® 6.4 added full support to create and manage Let’s Encrypt certificates using ACME protocol.

To enable ACME Protocol:

. Basic \ HTTP sip SIP | sip Virtual Private
Basic fccess Dynamic DNS Advanced SlParator
Configuration Control RADIUS SNMP  Update  Certificate S

Settings ~ Type
|
ACME (Help)

Fl‘ Enable the ACME protocol I
U Disahble the ACME protocal

Under Accounts, add a new row, assign a name, fill in the contact information using the following format:

mailto:youremail@yourcompany.com (i.e. mailto:ernesto@ingate.com)

Once you have completed the contact information click on the “Create New” under Private Key. That will
trigger the process to create an account for further use.

Basic Access DHCP DHCP DHCP Server ~ Router ~ Dynamic DNS Advanced SlParator
Configuration Control RADIUS SNMP Options Server  Status  Advertisement  Update  Certificates TLS Settings  Type
ACME  (Help)

@® Enable the ACME protocol
O Disable the ACME protacol

Accounts (Help)

Accounts associated with the ACME protocol.

Name Contact Private EAB Key ID EAB HMAC Key Delete Row
Ingatelabs ‘ |ma\Ito:emesto@mgate.com Create'New | | | | Change Secret | [J

Add new rows Hl_l rows.

Add a Row under “Services” to point to Let’s Encrypt Servers. Assign any name, but use exactly the URL as
shown below (acme-v02.apiletsencrypt.org):
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Services (Help)

A service that supports the ACME protocol.

TierTe DomaEnTorie——————— Directory Path Trusted CA Delete Row

|Let5Encr}rpI | |acme-vOZ.api.Ietsencrypt.org directory | | V| |

Directory Path must point to “directory”

Add a domain row. Here you will associate, via a name, which interface that will be used to connect to Let’s
Encrypt Servers and receive challenges (In our case the outside interface), which service and Account that
will be used for this named domain.

Domains (Help)

Domains that should be available to use with the ACME protocol.

. Renewal
Name HTTP-01 Challenge Address Service Account Delete Row
Interval (%)
|ingale|ab5 | |Ou15ide (10.0.0.213) V| | LetsEncryptV| |Ingalelab5 V‘ |6? ‘ O

Leave renewal interval at default value of 67%. This controls when the renewal process will be triggered for
each Let’s Encrypt managed certificate (every 60-90 days).

In this section we will add the private and CA Certificates needed to properly configure the Teleworker
Gateway solution.

Just to refresh, private certificates are those the ingate will use to identify itself, while CA Certificates are the
ones used by the SIParator® to validate signage of those certificates presented to it, to make sure those
certificates can be trusted.

How are certificates used in SIParator® when deploying Teleworkers?

Two main areas of attention must be clear when deciding certificates needed, first all related to SIP
signaling, and secondly the ones needed for other secure services mainly based on secure http happening
during most of the advanced functionalities on the phones (Provisioning, phone maintenance, phone
configuration, operation, CAS based Services among others)

6.1.1 Create Certificates Between the SIParator® and the Remote Phones

Here will be shown how to create the certificates needed for the SIP signaling as well as for the HT'TP
services.

6.1.1.1 SIP signaling related certificates
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Internal TLS connection o
betweenSwitches and External certificate can be

SIParator signed by Let’s Encrypt
Must be Signed by HQ

Interface ethO (Inside) will have a certificate signed by HQ Server as explained in Create an HQ) signed
certificate to be used in the SIParator® internal interface for TLS.

Interface ethl (Outside) will have a certificate signed by a trusted authority. SIParator® supports integration
with Let’s Encrypt using ACME protocol and that will make life easier at no additional cost (no need for
purchasing signed certificates).

Here we explain how to add Let’s Encrypt certificate and then we will explain how to associate both
certificates to each interface in the SIP configuration.

If you decide to use another 3™ party CA for this Outside certificate, you must assure that the certificate
provider is authorized by the Ingate SIParator®, see considerations in section 6.2 below.

You must have ACME already configured and enabled as explained in Enable ACME protocol (Let’s
Encrypt) to manage SIParator® external certificate.

¢ Go to Basic Configuration = Certificates

e Add anew row to Private certificates
Let’s call this certificate “MiVoice LE” (You can assign whatever name you want) and click on Create New

DHCP Server ~ Router  Dynamic DNS Advanced SIParator
Status  Advertisement  Update  JF:yni+ii=y ACME TLS Settings  Type

Basic Access DHCP

Configuration Control RADIUS SNMP Optio r

Private Certificates (Help)

Name Information

No certificate exists

No value given

mivoice LE

Create New

Import | | View/Download | No current certificate

e il the information.
o Expire in days (it doesn’t make any difference for Let’s Encrypt as they expire every 90 days,
but automatically renewed by SIParator®). However, this field is mandatory.
o Country, Organization, State/Province, Organizational Unit, locality and email. Fill all of
them with appropriate information. It is just informational.
o Common Name (CN) this one must match the FQDN of the SIParator® resolving the
public IP. In our case it will be “mivc.ingatelabs.com”.
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Create Certificate or Certificate Request
Fill in the certificate data for “mivoice LE" below, then create either a certificate or a certificat
After generating a certificate request, and having it signed by a signing authority, the certificat

Expire in (days): Country code (C): Organization (0):

I

Common Nami

|us | [ingate Systems|

State/province (ST).  Organizational Unit (OU):

* | mivc.ingatelabs | | FL | | Development |

Email address Locality/town (L):

| ernesto@ingate| | Weston |

e Let’s Encrypt requires Subject Alternate Names extension to be included and DNS must match also
the same FQDN mentioned above.

SubjectAltName Extension

Enter the alternative names that you want to add to a certificate or a
certificate request. Multiple values can be added by using comma
separation.

Email: | |

URE | A

e Leave Key Length and Signature Algorithm on default values

e Enable ACME in the ACME section, assign a serial number if you want and click on create an
X.509 certificate request.

e Serial Number is automatically generated, but you can assign any serial you want.

ACME
Use the ACME protocel for this X509 certificate requegt: ® Yes O No

If you generate several certificates with identical data you should make sure they different =

RE@With " are mandatory.

[ Create a self-signed X.509 certficate | | Create an X 509 certificate request | | Abort |

You will see this result screen:
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Basic HTTP SIP SIP Virtual Private ual|l)- of | Logging
Amistaton Gnnflgllrallun w% oo ua .

Changes have been made to the preliminary configuration, but have not been applied.

« Certificate request created:
e Subject: /C=US/5T=FL/L=keston/O=Ingate Systems AB/OU=Development/CH=mivc.ingatelabs.com/emzilAddress=ernestofingate.com

el signed certificate created”

Key Type: RSA

Subject /C=US/ST=FL/L=Weston/O=Ingate Systems AB/OU=Development/CH=mivc.ingatelabs.com/emailAddress=ernestogingate.com
Issuer: /C=US/ST=FL/L=Weston/O=Ingate Systems AB/OU=Development/CN=mivc.ingatelabs.com/emailAddress=ernasto@ingate.com
Serial Number: 15881213846186642244

Signature Algorthm: sha256WithRSAEncryption

MDS Fingerprint: 35:A8:C2:2F:80: 7F:F7:43:06:84:47:95:58:08:45:22

SHA-1 Fingerprint: B718 15E4 S@E2 EF14 OASA 22AF @322 232E 4938 67B6

SHA-256 Fingerprint: B494 2AGF ES5C DCTE 4635 18B4 SASE 77BA O5C3 E30D O48F 4EBE E4OF SAE3 676D FEB4

Valid from 2022-03-21 18:35:36 to 2023-03-21 18:35:36 GMT.

o 0 000000 0

As you can see, a self-signed certificate is generated (it will be used until a signed certificate is received from
Let’s Encrypt), and also a Signature request is generated to be sent automatically to Let’s Encrypt Service.

To make sure the request is sent we need to associate such certificate to one of the ACME created domains.
In our case use the previously created domain “ingatelabs”

Key Type: RSA
Subject: (C=UISIST=Florida/l
Issuer: (C=US/ST=Flonda/
Signature Algorithm: sha:

10=IngateiOU=SupportiCN=mivaice.ingatelabs.com/emailAddress== abs.com

jate/OU=Support/CN=mivoice ingatelabs com/emailAddress=emesio@ingatelabs com

mivoice LE | [ Create New | W [ ViewrDownload | MDS Fingerprint: 7EA1:23 i GFAZ m}
SHA-L Fingerprint: 03DF OE14 24EF DCED 1671 308D 4557 5679 439 9605 =

SHA-256 Fingerprint: 3508 4378 0D3E 0308 1421 3648 353E EDDT 4EBC 3AF3 2F13 5678 0608 A331 D2DC 5428

Valid from: 2022-01-29 00:42:39

Valid to: 2023.01-20 00:42:39

Save and apply the changes and after a few minutes you will see the certificate already signed.

Key Type: RSA
'Subject: 'CN=mivoice ingatelabs.com
Issuer: /(C=US/O=| LelsE'\crypl CM=R3

g0
MDS Fingerprint: E9 4E5 B5:AF.06:58:34. Fﬁ\ 66:19.E4.16.10:EF.DF:43

SHA 1 Fmgerprlm 2932 9A8E C519 935B B5B2 085A EBIE E7B5 ET56 372F
w| O
muoice LE | ‘ CeataiNow) ‘ | implort ‘ | vion/DOwricar] Fingerprint- 4EAT 4978 9EE9 776C 403D 75CA DDD4 4273 10DC 8820 E4B7 3F3 56CC FBC4 2A08 ECBS Ingatelabs -

1-28 234833

5:61:4 D0:C8:BC:B1:08
:CB-AE50:09:40:E6:1F:AF:90:88:14.C2:C6

Amhorlty Key ID: 14:2E:B:

You can confirm it was signed by Let’s Encrypt, has a duration of 90 days, and Domains are propetly setup
and validated.

6.1.1.2 HTTP Services related certificates

For HTTP Services we will need certificates for external connections with the teleworker’s phones,
including for secure access on port 6586 (443* and HTTP Connect tunneling on port 6587 (444°). We will
use here the same Let’s Encrypt generated certificate used for SIP.

Again, if you decide to use another 3* party CA for this Outside certificate, you must assure that the
certificate provider is authorized by the Ingate SIParator®, see considerations in section 6.2 below.

When proxying https, an internal certificate is needed to connect from port 6586 to the LAN-internal MiVC
appliances. In this case the certificate signed by HQ Server is the one to be used, which already was created

under section 3 and uploaded to the SIParator®.

More details will be shown in the HTTP Services section later in this document.

# Mitel’s initial thought to use.
5 Mitel’s initial thought to use.
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6.2 Considerations When Using a 3" Party CA Other Than Let’s Encrypt.

If you select to use a 3 party CA for the SIParator® external certificates, the ACME protocol is not
needed, but you need to specifically add that CA to the SIParator’s authorized bundle® and there are two
possible scenarios to generate the addition to be made:

6.2.1 Generating CSR (Certificate Signhature Request) in the SIParator®

This is a 2 steps procedure. First you need to create a signature request in the SIParator®.

6.2.1.1 Step 1: Produce the Request

Create a new Private Certificate row, and in this example, we will call it “Outside cert”.

SIP SIP ‘J'lrtual Private Eluallty of | Logging
ﬁ

Changes have been made to the preliminary configuration, but have not been applied.

* This page contains an error.

Basic Access Dynamic DNS Advanced SIParator
Configuration Control RADIUS SNMP  Update  [Hy(ii(=i:t§ ACME TLS Settings  Type

Private Certificates (Help)

Name Information

Mo certificate exist

|Outside cert | | Create N Import | | View/Download | No current certificate

Click on “Create New”
Let’s assume we are using mivc.ingatelabs.com FQDN to resolve on SIParator’s external public IP

It should look similar to this:

% Any 3rd party you choose to use must also be trusted by the Mitel 6900 phones, which probably is the case
since most of the known Public Certification Authorities already are included in the MiVC environment.
Addition of Private Certification Authorities is not supported by Mitel.
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Current Cerfificate

Mo current certificate.

Create Certificate or Certificate Request

Fill in the certificate data for "Outside cert” below. then create either a cerificate or a certificate request.

i fficate request, and having it signed by a signing authority, the cerificate must be imported to
Expire in (days): Country code (C): Organization (O):

s ] s ] [m |

Common Name (CN)] State/province (ST):  Organizational Unit {CU):

* | miw.ingatela.bs| | FL | |Clperati|:|n5 |
Localityftown (L)
|EFI'I'E'-STD@ inga!.i| |West-::-n |
SubjectAltName Extension

Enter the alternative names that you want to add to a cerificate or a certificate
request. Multiple values can be added by using comma separation.

Email: | |

URI: | |

NS: | mivc.ingatelabs com

Key Length and Signature Algorithm

Select the key length and the signature algorithm that you want to use when creating a
certificate or a certificate request.

Key length (bits): 2045 W
Signature algonthm: | SHA-256 »

ACME

Use the ACME protocol for this X 509 certificate request (]

If you generate several cerificates with identical data you should make sure they have different serial numbers.
Serial numiber:

o]

Fields marked with ™ are mandatory. E

[ Create a self-signed X509 certificate || | Create an X.509 certiicate request |

Selecting “Create an X.509 certificate request, and not enabling ACME, will generate a CSR file to be used
with the certification authority of your selection (for further signing).

Download then the CSR file:

June 13May 24, 2022, revision 22F Ingate’s MiVoice Connect (MiVC) Teleworker Gateway Page: 26 /59



= Certificate request created:
o Subject /C=US/ST=FL/L=Weston/0=IT/0U=0perations/CN=mivc.ingatelabs.com/emailaddress=ernestofingate.com
o SubjectAltName: DNS:mivc.ingatelabs.com

Certificates

Private Certificates [Help)

Mame Certificate

View/Download g

Information

labrs com i

B IC=US/ST=FLIL: fo=ITIoU=

bjectAl : DNS:mive. com

JCH=mive.i

Cutside cert | | Create New | | Import |

Click on “View/Download”

Current Private Certificate for "Outside cert”

Current cerificate request:

s Subject fC=US/ST=FL/L=Weston,/0=IT/0U=0perations/CN=mivc.ingatelabs.com/emailAddress=ernesto@ingate. com
s SubjectaliName: DNS:mive.ingatelabs.com

e

-
| Download certificate/cerdificate request (DER format) |
| Download certificate/cerificate request (PEM format) |

| Return to certficate page |

Download the file in any of the 2 formats offerings depending on which one better fits the requirements of
the CA you selected to use.

6.2.1.2 Step 2: Load the CA Signed Certificate

You will receive a set of files from the selected Certification Authority. Those files include one containing
the signed certificate.

As the SIParator was the one generating the CSR, private key is already known, so only a signed certificate is
needed.

Load the signed certificate using the “Import” button in the certificate request you created.

Private Certificates (Help)

MName Information

" Subject: /C=USIST=FLIL=Weston/0=IT/OU=0perations/CH=mic.ingatelabs comfemailaddress=ernesiniFingate com
Cutside cert | | Create New | View/Download J . ? ?
SubjectAliName: DHSmive.ingatelabs.com

Then select and load the file in next screen.
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Changes have been made to the preliminary configuration, but have not been applied.

Import Signed Certificate

Specify the local file, in PEM (.pem) or DER (.cer) format, containing the signed certificate for "Outside cert” below, then press the import button.

OCar e COMalming Siged] certificate
Choose File | No file chosg
Import signed certificate

Import Intermediate Certificate

pecify the lacal fila in PEM {nem) or DER (.cer) format, containing the intermediate certificate for "Outside cert’ below, then press the import button.

Local file containing certificate:

Choose File | No file chosen
‘ Import intermediate certificate ‘

In case you also received a set/bundle of intermediate certificates, they can also be loaded repeating this
step, but it is then better to use the options under Import Intermediate Certificates.

6.2.2 Not Using the SIParator® to Generate the CSR

In case the SIParator was not used to create the CSR, you will need to just create a new row in the Private
Certificates section and import the file provided by the CA, but now the file that includes the Certificate and

Private Key.

Note the same screen (under Basic Configuration = Certificates [?2?? ERNESTO HELP: How do you get
there — cannot see in S21EC: it shows when you click “Import” in a new created row and not on an existing
row that already has a Signature Request generated]) is used to import the certificate and private key in this
scenario. It specifically shows “Import Certificate/Key™:

Import CertificatelKey |

Specify the local file, in PKCS12 ((p12), PEM (.pem) or DER (.cer) format, containing the certificate
and/or the key for ™ below, and the import password, then press the import button.

Lacal file containing certiﬂcat
Choose File | Nb file chosen

Import password:

| Import certiiicatelkey pair I ‘ Abort |

Import Intermediate Certificate

Specify the local file, in PEM (.pem) or DER (.cer) format, containing the intermediate certificate for
below. then press the import button.
Local file containing certificate:

Choose File | No file chosen

| Import intermediate certificate ‘ | Abort ‘

If the file received is protected with a password, make sure you have it and complete in the same screen.

6.3 CA (Certification Authorities) Root Certificates

If not already available in the SIParator® in an existing installation, you always need to upload the CA
certificates and CRLs used for authenticating peers using X.509 certificates, including SIP peers using the
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TLS transport protocol. For the specific needs of the Teleworker Gateway functionality of the SIParator®,
we need to use the bundle built inside HQ Server under = Shoreline Data/ keystore/certs, named
“authorized_ca_bundle” to start with.

| C\Shoreline Data\keystore\.certs

Mame Date modified Type Size

33
| | authorized_ca_bundle

/472022 2:51 PM File TKB

a

Save it in your local PC and assign “.pem” extension. Thereafter, you most likely need to add one or both of
below authorized CA’s before loading the authorized_ca_bundle in the SIParator:

6.3.1 Add the Mitel Root CA for the Mitel Phones

By the time of this document there is one more root CA needed and not included in the bundle
downloaded from the HQ Server in the MiVC environment. It refers to the CA needed to recognize
certificate built at factory for phone with MiNET firmware loaded.

Using an editor, add “Mitel Networks Root CA” currently missing from the HQ Server bundle and used as
the Trusted CA for the certificate built in 6900s with out-of-the-box MiNET firmware.

This root certificate can be obtained from here: Mitel Networks Root CA or here initially .

Copy the content of this last certificate and paste it at the end of the already created
authorized_ca_bundle.pem. Save the new file as, let’s say, “authorized CA bundle plus Minet.pem”.

In MiVC release 19.3 the new merged bundle file must contain 5 certificates and will look similar to this:
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https://swdlgw.mitel.com/
https://www.dropbox.com/s/k1vwuwxskraje0w/Minet%20Root%20CA.pem?dl=0

Original "authorized ca bundle”

added "Mitel Networks Root”

6.3.2 Also Add the CA for the HQ Server, if Using a 39 Party Certificate for the
HQ Server

When using 3 party CA, you should have available CA root certificates as well as any intermediate
certificate needed. You must use the same procedure to also append those cettificates in “PEM” format at
the end of the bundle you are creating to load in the SIParator®.

Use the same procedure with an editor as explained in the previous section 6.3.1 to add them before
moving to the next step explained in 6.3.3.

6.3.3 Load the Created Bundle Into the SIParator®

Load the new merged bundle in CA Certificates in the SIParator®. Name assigned in this example
“Authorized CA Bundle™:
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CA Certificates (Help)

Name CA Certificat CA CRL

Change/View | Mo current certificate [

Information Delete Row

Bloiglng :i =Tl Mo value aj
Authorized CA | | Change

Add new rows TOWS.

Click on Change/View:

Current CA Certificate Upload CA Certificate
Mo current certificate. Specify the local file, in PEM {.pem) or DER (.cer) format, containing the |
| Download current CA certificate (DER format) | Local file containing CA certificate:

Choose File | authotized_...et_Root.pem I
Import CA [ficate Abort

| Download current CA certificate (PEM format) |

Choose the file and click on Import Certificate.

You should get this result:

Rules and | HTTP

Administration Relays | Services

Changes have been mac

« 5 CA certificates imported.

and:
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[T ——
teme | cacemmeme  cacmL [— Detese e
heyType: s

Subject: C=USST=CAD=Sre e e OisHarteene Maruiscing CHehoreTel HiY Rt CA-
s CUSSTIADS ST,

Fiagerpere
VM feom: 2320730 171320
a0 2R 150

Sutgect key I E=anEELST
Aumoity Ky It SEAXIEELY

HeyType: Rt

Subjecs: =57t =Sy =S LUDOUSLC Mo ey TS U Serfiie Aaty

s C=US TG-Sy 0= T UCIOUSLC sy =S L Cotione ety
S ——

SHA 256 Flagerine 2R 0

HeyType: Rt
Subec: C-CATEYDU=Mi P s s st .
s A=A PR P et CA

5 1088
Sk L Fiagerarink 1314 1093 5972 BFF7 2000 16TF 5721 (4OE SCAF 800
TEaaEn AL

VoM foom: 2901 05,15 2L AL12
0 240.405.14 71112
4

Subge z 1
ceac 1

NOTE: if you also added 3" party CA Certificates and Intermediates, the total number of imported
certificates should show 6 or more.

At this point you are ready with certificates.
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7 SlParator® SIP Configuration for the Teleworker Gateway

Some configurations required for Teleworker Gateway may interfere when used in a SIParator® already in
use (typically for SIP trunking of the MiVC or previous Shoretel Shoregear PBX)'. Please notice the
concerns and footnotes of this section, as well as the concerns in section 4

Here we are going to setup the SIP related configuration required for Teleworkers.

7.1 Setup SIP Signaling Encryption (TLS)

We will need TLS encryption for the signaling for the SIP communication going and coming from the
inside MiVC PBX as well as from the outside remote phones (the 6900 series phones used by the
Teleworkers).

For the inside we will need to associate the certificate we created previously signed by HQ Server
(SIParator® cert), and for the outside we will use Let’s Encrypt signed certificates.

Basic LRI Media Media Sessions and Remote SIP  VolP
Settings LT 0000N Encryption Transcoding Interoperability Media Connectivity Survival

Signaling Encryption (Help)

@® Enable signaling encryption

O Disable signaling encryption

TLS Connections On Different IP Addresses (Help)

Use | Require
. i Delete
IP Address Own Certificate CN Client TLS Row
FQDN| Cert
lethl (192.168.0.112) v| [ mivoice LE v || No v/||Yes v||[[TLsvi.x V|| O
| eth0 (10.0.1.2) v||sIParator cert v | No v || Yes v ||[[TLsv1.x V|| O

—

Select Yes on Required Client Cert to enforce Mutual TLS.

Select the appropriate TLS protocol you want. In our example we selected the one that covers all the
supported TLS version in the SIParator® (except SSLv3.0 and TLSv1.0)

Add all CA TLS Certificates you want to trust.
In our example we just added all of them:

TLS CA Certificates [(Help)

CA Delete Row
| Authorized CA Bundle v | [

| Add new rows ||1 |row5.

7'There are typically no conflicts with the SIP configuration of these PBXs in combination with SIP trunking. Conflicts are more
prone to occur in the network configuration (see section 4) and often require network reconfiguration of the SIP trunking
function, which is detailed in 4.2.1 Teleworker Gateway with SIP Trunking Over the Public Internet and 4.2.2 Teleworker
Gateway with SIP Trunking on a Private IP Pipe.
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7.2 The Teleworker Gateway Requires MTLS SIP Signaling over the Public
Internet

If this installation is an addition of the Teleworker Gateway functionality to a SIParator® already in use, you
need to read and understand section 4 SIParator® Network and Combined Functions Concerns and
thereafter only make sure that this red marked is setup (and leave the rest):

SIP Signaling Ports [Help)

Active Port Transport Intercept Fﬂ:s;:n Comment D;Lie
[Yesv|[s060 | [UDPand TCP v|[Yesv| [ITSP v|| | O

Nevee s vvev] [ ] | C

If, on the other hand, a fresh SIParator® is being installed as Teleworker Gateway, follow the below to
make sure the red circled are as shown here:

SIP Signaling Ports [Help)

. Allow Delete
Active Port Transport Intercept From/To Comment Row
No v||5060  |[UDPandTCPv|[Yesv| [-  v]| =
Yes v[[5061  [[TLS vilYesv[ 1- | | O
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SIP Module (Help)

® Enable SIP module
) Disable SIP module

DNS Name IP Address

mive.ingatelabs.cor

|

SIP Signaling Ports (Help) SIP Logging (Help)
Log class for SIP Log class for SIP
Active  Port Transport  Intercept F:l{m"fm Comment D:‘e'e signaling: packets:
Local i Local v
[No v][s060 | [TLS v [Yesv| [ITsP ]| | O | | | |
Log class for SIP Log class for SIP
|Yes V\ |5061 | \TLS V| |Yes V‘ | V‘ | | O license messages: eITors:
e T e [Local ~| |Local v|
Log class for SIP Log class for SIP
SIP Media Port Range  (Help) media messages: debug messages:
Local v Local v
Ports: |58024 - |60939 | | ‘ |
Log class for SIP
Public IP Address for NATed firewall (Help) AP

Hide sensitive data: @ Yes O No

SIP Servers To Monitor (Help)

Delete
MROW
(w0180 || |[Ts ~] O
[100113 || |[fis ~] b
[1001225 || |[Ts ~] O

Add new rows Tows.

e Enable SIP Module.
e Inactivate port 5060 for TCP and UDP.

e Enable port 5061 for TLS® and assure that column “Allow From/To” is unrestricted by “- (all
Internet allowed for Teleworkers). If the Ingate SIParator is in a DMZ behind an existing 1:1 NAT
holding the public IP address, enter the public IP or FQDN under SIP Services = Basic Settings in

the field for Public IP Address for NATed firewall.

(In case your SIParator® Type is setup as WAN, you cannot use this field).

¢  You may at the SIP Servers to Monitor, add all the IPs or FQDNs of the known destinations such
as Mitel Switches, SIP Servers, and I'TSPs. This will allow the SIParator® to monitor those
destinations using SIP OPTIONS. In our example we are adding IP addresses of the 3 known

Phone Switches.

7.3 Add SIP Brute Force Authentication Protection

Since the Teleworker Gateway has to listen to SIP communication on standard 5061 port for TLS from the
public Internet, it is advisable to protect from malice authentication attempts. The following configuration

under SIP Traffic = Authentication is suggested:

8 In case SIP Trunking also is on port 5061 using TLS, one CANNOT COMBINE the Teleworker Gateway function in the same
Ingate SIParator®. (However, most SIP Trunking is over UDP on a private IP pipe from the Trunk provider, not using TLS).
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[y r— Basic SIP | sIP Failover Virtual Private | Quality of
Configuration Traffic | Trunks Networks | Service
Time

Local Call  Dial Test
Methods Filtering Registrar I =0il=1000 Accounts STIR Control Plan Routing Accounting Classes IDS/IPS Agent !

Brute Force Authentication Protection (Help)
Maximum amount of attempts: (10
Time interval: 0 seconds

Stop responding after interval: | 300 seconds

Max number of clients: 1000

Applies to both pass-through authentication (e_g. authentication by service provider) and to own authentication
(enabled below).

If the Brute Force Authentication is already configured for the Ingate SIParator® where the Teleworker
Gateway function is to be added, judge if it is best left as already setup. At very large installations, judge
those limits (which is per IP address trying to authenticate) for normal usage.

7.4 Assure that TTL for Media Packets is Enough for Remote Users

One way audio or no audio has occurred because the TTL (counting down for each router hop) has reached
zero in complex, long distant scenarios, so the media packets don’t reach their destination. This is most
likely to happen when one Teleworker phone is calling another Teleworker phone behind another remote
NAT, where the media packets have to go via the Teleworker Gateway (instead of directly between the
phones).

This has happened with the current version of the 6900s phones (6.2.0.xxx), setting TTL to 64 (verses 128
that would eliminate this unreliability).

In the 6.4.0 version of the SIParator®, a new setting has therefore been introduced under SIP Services =
Session and Media:

Reset TTL and HL When Relaying Media (Help)

Reset Time To Live (TTL) and Hop Limit (HL) for media packets:
) Do not reset TTL and HL

® Reset TTL and HL to 64

) Reset TTL and HL to 128

It is recommended that TTL is reset to 64 when the Teleworker Gateway is used with the current version of
the 6900s phones. If these phones in a future software release (beyond 6.2.xxx indicated) will increase their
TTL to 128, this setting can be set to its default “Do not reset TTL and HL” to restore loop control of
media.

7.5 Interop Parameters to Adjust.

In this section we are showing only the parameters that need to be modified to a different value to the
default/recommended setting. If you want to know default/recommended settings, you can review
Appendix L.

Adjust or confirm the following parameters under SIP Services = Interoperability:
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URI Encoding:
URI Encoding [Help)
Recommended setting: Always encrypt URIs
) Ahwvays encrypt URIs
() Use shorter, encrypted URIs
) Escape URIls

® Keep username in URIs |

“made GRULS

) Use registration

Loose Username Check:

Loose Username Check [Help)

P Jse the username as authentication name |
¥ Use the entire address as authentication name

User Matching:
User Matching [Help)

Match only on usemame |

) Match on username and domain

ContactRouteTag based Routing:

Contact Head: |+~sip.in51an-::e="€urn:uui-:I:IIIIIIIIIIIIIIIIIIIIIIII|

Contact Tail: |:.=

For MiVC, leave the default values as shown on the Contact Head and Tail in this picture.
None of the settings in this section 7.5 should interfere with an Ingate SIParators® configured for ordinary

SIP trunking of MiVC. For further details regarding specific adjustments and typical default/recommended
values see Appendix I.

7.6 Enable Remote SIP Connectivity

Enable the Remote SIP Connectivity, or Far-End NAT Traversal (“FENT”) as it also is called. Change
“Media Route:” to “Route media directly between clients behind same NAT (unless some clients are double
NATed) and check that the other settings are as shown in the picture below, which are the default values.
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Basic ~ Signaling  Media Media Sessions and EVEREE VolP
Settings Encryption Encryption Transcoding Interoperability — Media  (HOLCSGTivA Survival

STUN Server (Help)

) Enable STUN server
@ Disable STUN server

Remote NAT Traversal (Help)

@® Enable Remote NAT Traversal
(O Disable Remote NAT Traversal

|P address for remote clients: Forward signaling from IP address:

IP port for remote clients

feclin Dy it

@ Route media directly between clients
~ behind the same NAT

() Use short registration times ~Always route media through the

~ Use both OPTIONS and short ~ siParator

= registration times

~ Use neither OPTIONS nor short

~ registration times

NAT timeout for UDP:

seconds

NAT timeout for TCP

150 seconds

Unconditional NAT Traversal (Help)

O Always use Remote NAT Traversal
® Only use Remote NAT Traversal when client looks NATed

7.7 Configure SIP Traffic Filtering to be Without Restrictions

For Teleworkers, where in most cases you have no predictable IPs from where they can connect from, you
want to avoid whitelisting of IP address here.”

The “Default Policy for SIP Requests” should be left at its default “Process all”.

Administration Basic Rulesand | HTTP SIP | sIP Virtual Private
Configuration Relays | Services Traffic | Trunks Networks

Local Call  Dial Test
Methods [5G, Registrar Authentication Accounts STIR Control Plan Routing Accounting IDS/IPS Agent Status

Sender IP Filter Rules [(Help)

No. From Network Action Delete Row Default Policy For SIP Requests
: ® Process all

Add new rows ]- FOws. _
= T

' Reject all

Under the same SIP Traffic = Filtering, we are removing preloaded routes, rather than rejecting them as
the default setting is:

9 If there are other settings already configured here, in an Ingate SIParator® already in use, you need to understand the reason for
those and consider whether your intended usage of the Teleworker Gateway can be added to the existing SIParator® or if an
additional SIParator for the Teleworker Gateway function must be added.
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Preloaded Route Rules [Help)

Mo. From Network Action Delete Row Default Policy For Preloaded Routes

(Rarewroms [ Jrove
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8 SlParator® HTTP Services Configuration for the Teleworker
Gateway

These advanced general HT'TP Services are developed and introduced for the 6.4.0 version of the
SIParator® for the required tunneling for the Teleworker Gateway and for other purposes. The HTTP
Services are available under the ACL license, both in SIParator and in Firewall mode. There should not be
any conflict in using the HTTP Services for the Teleworker Gateway in a SIParator® already in use
(typically for SIP trunking of the MiVC or previous Shoretel Shoregear PBX).

This is one of the most important sections of configuration for Mitel 6900 series of phones when used by
Teleworkers. Here we will control all advanced services besides the SIP communication. In this section we
will enable the “HTTP Connect” tunneling that is able to handle all TCP communication transparently, as

well as secure access to MiVC private infrastructure.

First, we will enable HT'TP Services, Storage Repositories and Tunnels.

Administration Basic Rules and
Gonfiguration Relays
Changes have been made to the pr
0= F | WebSackets and
Tunnels HTTP

Storage Repositories and Tunnels (Help)

) Disable

Local Files (Utilization: 0.00% | Space available: 2.0 M

8.1 Hosting startup.cfg in the Ingate SIParator®

The Mitel defined file startup.cfg is requested by the teleworker phone at the initial connection to the
SIParator®. Follow these steps to host the file in the Ingate SIParator:

8.1.1 Local Files

A file hosted locally on the unit. You can edit, upload and download a file. Attach a file entry to one or
more Local File Groups. A SHA256 checksum file (with the suffix .sha2506) is automatically created for each
file entry.

Add a row to Local files to define a locally hosted/cached file.

Let’s give it the name of “mitelstartup”

Define the path and the file name it should be found.
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Storage and
Tunnels

Storage Repositories and Tunnels (Help)

@® Enable
O Disable

Local Files (Utilization: 0.01% | Space available: 2.0 MiB) (Help)

Afile hosted locally on the unit. Upload/Edit the file contents. Add a file to a File Group below.

Name Path File Name File

mitelstartup ffileserver/phoneconfig startup.cfg | ’ Upload ] ’ Download || Edit

Click Edit to type in the file content. You can also upload or download.

Edit File
Edit the local file "mitelstartup” below.

mivoice config server:18.6.1.18
tunnel port: €587

backup ocutbound proxy:

[Ernesto HELP: Change first bubble to “or FQDN if you are using domain certificate to the HQ Server
(where the “config server” is located)” and the second bubble to “Suggested HI'TP CONNECT tunnel
port” (Notice that the protocol name typically is in CAPITALS.)]

Anything after a “#” is just a comment until end of that line.

Three lines following this format are needed:

mivoice config server: <HQ Server ip address/FQDN> [,<secondary IP address/FQDN>[,<....>]]
tunnel port: <port used for HI'TP CONNECT tunnel> #use 6587
backup outbound proxy: <leave blank by now — for future use>

You can use any port number for the HTTP CONNECT tunnel, as far as it is a free and available port from
the outside of the MiVC LAN. Ingate recommends ports 6586 (setup elsewhere) for addressing the public
side of the Ingate SIParator itself and 6587 for the HTTP CONNECT tunnel, while Mitel’s standard is 443

and 444 that are more likely to be occupied for the customer’s other usage.
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NOTE: For the first line “mivoice config server:”, in case you are using a domain certificate (as opposed for
a certificate for a fixed IP address) for the HQ Server where the “config server” is located, you MUST
specify an FQDN that resolves to the HQ Server private IP in the MiVC environment, rather than its IP
address. Mixing FQDN and IP address will cause FAILURE. Also notice that an FQDN for the HQ Server
must be resolved in a local DNS server, see section 4.2.3 DNS Considerations.

8.1.2 Local File Groups
A group of files that are hosted locally. Attach a file group to a Repositoties and/or Tunnels entry.

Here you will create a group name to associate to all files that are hosted locally. In our case this group will
have only one file, already defined in the previous step.

Local File Groups (Help)

A group of files that are hosted locally. A File is defined above. Attach a file group to a Repository that is defined below.

Tare File Derete-Row

+ |L0caIIyHostedFiIes | |mitelstanupV| O

groups with rows per group.

8.2 Local Endpoints

A local endpoint serves as an entry point for locally and remotely hosted files. It can also serve as an entry
point for HTTP connect tunnels. A Repository must have a local endpoint defined.

Here we will define external ports enabled for certain services (Local Endpoints):

Local Endpoints (Help)

A local endpoint serves as an entry point for locally and remotely hosted files. It can also serve as an entry point for HTTP tunnels. A Repository must have a local endpoint de

Peer Verification
Name Protocol IP Address Port Se_r\_ier TITS Allow From Delete
Certificate Trusted CAs Settings
NormaIHTTPS ITTPS v | |ethl 6586 mivoice LE Authorized CA Bundle ~ | | TLSvL.x Internet ~10

SecureTunnel HTTPS v | |ethl 6587 mivoice LE v | |Authorized CA Bundle ~ | | TLSVL.x ~ | | Internet ~ (10

For Teleworkers, only 3 ports are needed, port 5061 for SIP, port 6586 for HTTPS and port 6587" for the
HTTP Connect tunnels (Mitel’s standard is port 443 and 444 instead of 6586 and 6587).

In both cases the protocol to select is https and both are going to use the Let’s Encrypt previously
generated certificate. In both cases for MTLS, peer verification will be used by selecting the Bundle we
created before (“Authorized CA Bundle”).

TLS Setting must be any option that includes TLSv1.2. In our case TLSv1.x as we already set it up before.

As Teleworkers' IP addresses generally are not predictable, or even in some cases dynamically changing, we
will allow access from “Internet”

10 Configurable in startup.cfg, see 8.1 Hosting startup.cfg
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8.3 Remote Endpoints Server Groups

A group of servers that host files available for retrieval through this unit. Attach a server group to a Remote
Endpoint that is defined below. This typically is the Server to reach to obtain version.txt file and latest SIP
firmware when the phone has MiNET preloaded firmware.

Here we will need to define remote endpoints groups (in this case remote means in the internal network
side), destinations we want to enable to be reached. In our case, the only one we want to reach will be our
HQ server (10.0.1.200) on port 443.

Remote Endpoint Server Groups [Help)
A group of servers that host files available for retrieval through this unit. Attach a server group to a Remote Endpoi

Load Balance
Mame IP Address Port Delete Row
Weight Backup

# [HQserverGroup | [10.0.1.200 |42z || | [No ] O

groups with FOWS PET group

All other internal destinations will be accessible only via http connect tunnels.

8.4 Remote Endpoints

A remote endpoint defines how remote servers should be contacted. Attach a remote endpoint to a
Repository that is defined below.

Definition of specific destinations under a group are known as remote endpoints, and we will need to define
which protocol will be used and if it is going to be mutual in the case of TLS by completing “Peer
Verification”. Server Name must match CN on the certificate of the Server connecting to.

Remote Endpoints (Help)
A remote endpoint defines how remote servers should be contacted. Attach a remote endpoint to a Repository that is defined below.

Server Group Client Peer Verification TLS

Name Protocol e Delete Row
Name Load Balance Certificate Trusted CAs Server Name: Settings
— —_— 1F
rHQServer [HTTPS w | [HQServerGroup + | [ Round-Robin | [SIFarator cert w | fAuthorized CA Bundle + | [10.0.1.200 I TLSv1x v |
L 1 | | ||

NOTE: Make sure the Authorized Bundle includes the MiNET CA certificate and any 3" Party CA
for the HQ Server, as detailed in section 6.

8.5 Repositories and Tunnels

Here we will define repositories to obtain files or tunnels to connect to devices:
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Repositories and Tunnels [Help)

A repository defines storage for local and/or remote files. Define LocallRemote Endpoints and Local File Groups above. HTTP tunnels via the Local Endpoin

Local Local Remote Allowed Tunnel
Name R . . Delete Row
Endpoint File Group Endpoint Methods Allow To Ports

MitelRepositories MNormalHTTPS % | | LocallyHostedFiles v | | HOServer w | DEFALILT »

MitelTunnel SecureTunnel w | |- - w | | DEFALILT w» | | MIVC Appliances w

¢ <<

To define repositories, “Tunnel - Allow To” must be selected to show

For the locally hosted files to reach (here only startup.cfg), the appropriate Local File Group must be
selected and the HQServer is selected under Remote Endpoints.

Notice we selected DEFAULT Allowed Methods as predefined in the configuration.

Here we created two types of access as mentioned at the beginning of this section, one to be able to reach
content via secure MTLS connections and the second to any appliance under Mite Appliances via an
HTTPS CONNECT Tunnel terminated at the SIParator® and no restriction to ports.
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9 Mitel 6900s Phones are Now Ready to be Used Remotely

In this section we will explain how 6900 endpoints are provisioned out-of-the-box.

Any new 6900 phone will come from factory with MiNET firmware version 1.6.0.25 or newer. In case you
need this version, it can be downloaded from here

9.1 Initial out-of-the-box boot (MINET firmware preloaded)

Once the device has booted up, you’ll get a provisioning screen like this (using 6940 for illustration):

Voice Services

MiCloud Connect
e MiVoice Connect
MiVoice Border Gateway

Manual Upgrade

Next Cancel

Select MiVoice Connect and enter SIParator® ’s FQDN:

Configuration Server [mivoice.ingatelabs.com| I
q w e r t y u i o p &

a s d f g h j k |
T z X c v b n m ! & /
123 i <4 >

In case you decided to use a port other than 443, you can add it in the TUI like <FQDN>:<port> as far as
it is properly configured in the HT'TP Services Section.
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MiVoice Connect

Configuration Server |Imivc.ingate\abs.c om:6586| | ]
1 2 3 4 5 6 7 8 9 0 <&
? I = # o A *
abc ) | >
Click Enter and then Save.

9.2 Version Selection and update

Once the reboot process begins, the phone will establish MTLS connection with SIParator® to request for
version.txt file. SIParator® will obtain and respond back to the Phone with the file obtained from HQ
Server.

After identifying the SIP software version needed, it will automatically start downloading it. In our case and

based on previously configured data in version.txt, 6.2.0.29 will be loaded in the phone, and rebooted once
completed.

Downloading new main firmware (47/47MB)
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Upgrading main. Do not power down!

Upgrade main done, rebooting...

The phones keep a cookie to remember the SIParator® FQDN (Configuration Setver for the remote
phone)

The phone will then be using the latest SIP Firmware provided by the HQ Server and initiate the initial
anonymous initial registration for provisioning.

After the process is completed, you’ll see the Phone interface like this:
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4:54,,
Mon Mar 21
e Conference

To assign an extension from the TUIL, just click on Assign button, introduce extension and password
provided by the administrator.

Assign user
Extension 115
Password I' |
1 2 3 4 5 6 7 8 9 0 &
5 | . " _ # % " "
abc . 4 >

After the assighment is accepted, you’ll see the extension assigned in the phone screen, which includes
features assigned to the extension such as BLF, Agent status, etc.:
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@ ErnestoC. (115) L3

4:57 om
Mon Mar 21

o
Pickup UnPark Conference State

9.3 Loading with new firmware and phone registration

From this point on, the phone will connect to the configuration server and will follow the steps to provision
the phone based on what the administration has decided to do. In our case, phones are only registered
(anonymous), and extension assignment can be done via TUI for testing purposes and to confirm CAS is

working.

You can confirm that a device is registered in MiVC Director and that the extension is propetly assigned.

Telephones Move to site\ Headquarters v| and switch:| vPhone Switch 1 V| MOVE ‘ DELETE i
U NAME | SITE SWITCH MAC ADDRESS * | IP ADDRESS CURRENT USER HOME USER PHONE TY
— T T T T T T T 1
| 08-00-0F-D4-CB-BF Headquarters vPhone Switch 1 08-00-0F-D4-CB-BF |10.0.1.68 Ernesto Casas 6940 |
UJ08-00-0F-D6-7C-DA "Headquarters 'vPhone Switch 2 108-00-0F-DB-7C-DA | 'Damira Casas ' 16930
O 08-000F-D6-8C-AB Headquarters vPhone Switch 3 08-00-0F-DB-8C-AB | 192.168.200.200 Marco Casas 6920

It shows the switch associated to the phone and the IP address matches the internal interface of the
SIParator®.

You can test a few CAS based features to confirm everything is good as expected.

Check company Directory:
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Enterprise e ] i\lgl;afBCA

i all extensions
. o 118

Mobile Contacts

Ashish Bhojnagarwala
% 129

Auto-Attendant
o 100

o Broadcast
S 600

Conference Ext.
o 113

Damira Casas
© 117

Backspace 123 » NextSpace By Last Oui

= Share Image

Call History:

Call History

Marco Casas
03:33pm | Today

Marco Casas
11:58am | Today

Marco Casas
11:43am | Today

575
05:43pm | Fri Mar 18

575
05:43pm | Fri Mar 18

575
05:42pm | Fri Mar 18

575
05:40pm | Fri Mar 18

2 All

K Missed

006

A Outgoing

¢ Received

c ¢ c |\ c|c | c

Delete

Voice Mail:

Voicemail

Inbox

Saved

Deleted

CcallvMm Compose Quit
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BCA (Bridged Call Appearance)

@ Ernesto C. (115)

5:07 on

Mon Mar 21

G
GLGGGG

Pickup UnPark Conference State
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10 Appendix |

The following list can help to identify “Interoperability” and “Sessions and Media” parameters needed
under SIP Services adjusted versus default recommended values specifically needed for Ingate SIParator®
Teleworker Gateway deployments.

10.1 SIP Services - Interoperability

Use lr=true:
Default value: “No”

Relaxed Refer-To:
Default value: “No”

Add expires header:
Default value: “Never”

SIP URI encoding:
Default Value: “Always encrypt URIs”
Needed value for Teleworker Gateway: “Keep username in URIs”

Send re-INVITEsS all the way directly:
Default value: “Yes”

Loose username check:
Default value: “No”

Match on username and domain:
Default value: “Yes”

Needed value for Teleworker Gateway: “Match only on username”

Force outbound Record-Route:
Default value: “No”

Always force Record-Route:
Default value: “No”

Accept TCP marked as TLS:
Default value: “No”

Allow large UDP packets:
Default value: “No”

Remove headers in 180 responses:
Default value: “No”

Forward CANCEL body:
Default value: “No”

Use CANCEL body in ACK:
Default value: “No”
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Use RFC 2543 behavior for Hold SDP:
Default value: “No”

Force RFC 3264 Compliance for Hold SDP:
Default value: “No”

Inhibit hold:
Default value: “Allow hold”

Force "inactive" attribute for "on-hold" SDP:
Default value: “No”

Strip ICE attributes:
Default value: “No”

Add ourselves as ICE Candidate
Default value: “Yes”

Keep User-Agent header:
Default value: “No”

Add codecs to new SDP offer in re-INVITE:
Default value: “No”

Use RTCP attribute:
Default value: “Yes”

Keep To header in forwarded requests:
Default value: “No”

Add Failover header:
Default value: “No”

DNS override when redirecting on 3xx:
Default value: “Yes”

Open port 6891 for file transfer:
Default value: “No”

Allow RFC 2069 authentication:
Default value: “No”

Match Refer-To on Call-ID in Replaces:
Default value: “Yes”

Pretend to support "privacy” option tag in the proxy:
Default value: “No”

Force username in registered Contact:
Default value: “No”
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Fix BYE Route set:
Default value: “No”

Fix Bad Route set:
Default value: “No”

Receive PRACK in B2BUA:
Default value: “Yes”

Send PRACK in B2BUA:
Default value: “Yes”

Tear down media state when handling re-INVITEs:

Default value: “No”

Always send B2ZBUA offer in INVITE:
Default value: “No”

Detect unchanged session version in B2BUA:
Default value: “No”

Disable re-INVITEs:
Default value: “No”

Disable Supported Header in B2BUA:
Default value: “No”

Enable GRUU passthrough:
Default value: “No”

Add Path Header in REGISTER requests:
Default value: “No”

Terminate Transferor on 183:
Default value: “No”

Convert escaped whitespaces:
Default value: “No”

Ignore URI port when using the maddr attribute:
Default value: “No”

Remove SDP from 1xx Provisional Responses:
Default value: “No”

Match also port in Request-URI in Dial Plan:
Default value: “No”

Use session identifier when comparing endpoint SDPs:

Default value: “No”
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Update Username Mapping on Refer-To:
Default value: “No”

Accept Late Media Source Change for RSC:
Default value: “No”

Translate Refer-To:
Default value: “Yes”

Convert 5xx Responses to 503:
Default value: “No”

Allow RTP before answer SDP:
Default value: “No”

ContactRouteTag based Routing:

Default value: “No”

Needed value for Teleworker Gateway: “Yes”. Will enable and show:
Contact Head:

Default value: “+sip.instance="<urn:uuid:00000000-0000-1000-8000-
Contact Tail:

Defaul value: “>”

Remove Via Headers
Default values: “all fields/table empty”

Remove Via Headers for all SIP servers:
Default value: “No”

Translation Exceptions
Except This From Translation
Default value: “table empty”
Force Translation

Always Translate This

Default value: “table empty”

Force Remote TLS Connection Reuse
Default value: “table empty”

Media stream reuse time:
Default value: “0”

Hide our Record-Route header
Default value: “table empty”

Hide our Record-Route header for all SIP servers:
Default value: “No”

Force RTP Packetization Time:
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Default value: “blank”

Sequential Register Delay:
Default value: “blank”

Forward 3xx headers
Default value: “table empty”

Contact SIP URI Parameters to keep in REGISTERs
Default value: “table empty”

Add DTMF Payload type:
Default value: “blank”

Add DTMF Payload type for:
Default value: “table empty”

Copy headers from REFER to INVITE in the B2BUA:
Default value: “blank”

10.2 SIP Services - Sessions and Media

Use Media Proxy:
Default value: “No”

Always use the Media Proxy:
Default value: “No”

Limitation of sender of media streams:
Default value: “Lock IP address and port to first sender”
Needed value for Teleworker Gateway: “Allow multiple sender IP addresses and ports”

Support forked media streams:
Default value: “No”

Tear down media streams:
Default value: “No”

Always Relay Media:
Default value: “No”

Reuse port numbers when changing media:
Default value: “No”

Reuse port numbers within same session:
Default value: “Don't reuse port numbers”

Detect codec changes in mid call answers in the B2BUA:

Default value: “Detect only changes to the first payload type listed”
Needed value for Teleworker Gateway: “Detect changes to all payload types (except dynamic)”
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Use codec limitation:
Default value: “No”

Play local ringback at call transfer:
Default value: “Never”

Ring tone for Local ringback:
Default value: “US ring tone”

Redirect calls on hold to Music on Hold server:
Default value: “No”

Resolve domain names in the SDP:
Default value: “No”

Session timer (s):
Default value: “14400”

Timeout for SIP over TCP/TLS (s):
Default value: “90”

Allowed amount of concurrent sessions:
Default value: “blank”

Allowed number of senders:
Default value: “10”

Allowed amount of media streams per SIP session:
Default value: 76

Timeout for one-way streams (s):
Default value: ”blank”

Timeout for RTP streams (s):
Default value: “blank”

Timeout for RTCP streams (s):
Default value: “blank”

Third Party Call Control Codecs
Default values:

Payload Delete

No. Name Type Rate Channels Parameters Row
L Jlpewo I | | | Ji=
|2 | |G?29 ‘ ‘ | | | | | |annexh:yes | O
|3 | |Ie\ephone-ever‘ ‘96 | |8000 | | | |0—15 | O

Limitation of RTP Codecs
Default value: “Allow all codecs”

Allowed Media Ports
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Default values:

Allowed Media Ports (Help)

Ports
Transport Delete Row
Lower Upper

|1024  |[e5535 | O
TCP v| 1024  |[65535 | OO

Temporary usage for current MiVC software for Teleworker Gateway has been (but should not be
needed anymore):

Ports
Transport [
Lower Upper
uoP v| |1 ||65535 ‘
TCP v | ‘1024 | |65535 ‘
Strip SDP Lines

Default value: “empty table”

Music on Hold Server
Default value: “leave calls on hold as they are”

Default timeout for INVITE requests (s):
Default value: “180”

Maximum timeout for INVITE requests (s):
Default value: “300”

SIP blacklist interval (s):
Default value: “41”

B2BUA request pending timeout (s):
Deftault value: “0”

Base retransmission timeout for SIP requests (s):
Default value: “0.5”

Maximum amount of retransmissions for INVITE requests:
Default value: “6”

Maximum amount of retransmissions for non-INVITE requests:
Default value: “10”

Limit Max-Forwards:
Default value: “70”

Maximum SIP packet size (bytes):
Default value: “131072”

June 13May 24, 2022, revision 22F Ingate’s MiVoice Connect (MiVC) Teleworker Gateway Page: 58 /59



11 Additional help or support
If you have questions, suggestions and any other concern feel free to contact Educronix LL.C

Web: www.educronix.com
Email: support@educronix.com
Toll-Free: +1 855 866 8854

Ph: +1 954 866 8884

We also provide consulting services as well as remote hands troubleshooting and configuration.
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