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Introduction

About the Zoom Phone System

Zoom Phone is a cloud phone system natively built for the Zoom platform. Seamless and secure, Zoom
Phone streamlines the telecommunications experience with enterprise-class features on a unified
platform that includes video conferencing and team chat. It offers centralized management, enabling IT
teams to easily provision and manage users, as well as monitor call quality and usage data in the Zoom
administrator portal.

Zoom Phone easily flows into other Zoom solutions. Zoom Phone users can make and receive phone
calls, move the call to video conferencing without requiring participants to hang up or dial into a
separate bridge, share content, and send chat messages from Zoom desktop and mobile apps.

Operating on the globally distributed Zoom cloud platform, Zoom Phone is designed to be easy to use
while maximizing voice and video quality. It comes with numerous security features and operates on
256-bit AES-GCM encryption.

Zoom Phone offers a variety of plans tailored to your unique business needs. You can select a pricing
plan that lets you pay as you go or select from local phone numbers and domestic calling in 40+ different
countries. There are also optional add-on plans available to businesses that have at least one licensed
user.

Zoom Phone Premise Peering provides organizations with flexibility and seamless options to migrate
their voice workloads to the cloud. This is accomplished by providing two connection types; Premise
Peering PSTN and/or Premise Peering PBX (formally referred to as Bring Your Own PBX - BYOP). Zoom
Phone Premise Peering PSTN enables organizations to leverage their existing telephony carrier PSTN
environment for Zoom Phone connectivity. Using this functionality organizations can connect Zoom
Phone with virtually any telephony carrier.

About Ingate SIParator® SBC product family.

A Session Border Controller is a device that connects to an existing network firewall to seamlessly
enable SIP communications (Session Initiation Protocol). While traditional firewalls block SIP traffic —
including mission-critical applications like Voice over IP (VolP) — the Ingate SIParator® SBC resolves this
problem, working in tandem with your current security solutions.

The Ingate SIParator® is a powerful, flexible and cost-effective Enterprise Session Border Controller (E-
SBC) for SIP connectivity, security and interoperability, such as connecting PBXs and Unified
Communications (UC) solutions to SIP Trunking service providers.
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ZOOMPHONE PREMISE PEERING (BYOP & BYOP)

The Ingate Firewall®, which is always included in the product, makes the Ingate SIParator an all-in-one
appliance for data security as well as session border control.

Ingate's SIParators®/Firewalls® are available in a range of models:

PrOdUCt Famlly SlParator/Firewall S95/S97/S98
| N 4000/8000/20000 Calls maximum*

SlParator/Firewall S42/82
2000/4000 Calls maximum*

SlParator/Firewall S22
800 Calls maximum*

Software SIParator/Firewall

Calls maximum: As much as the
hardware supports
For x86 virtual machines and for the cloud

* Calls = Concurrent RTP Sessions, SIP Trunks, 20 ms G.711 packets

aws /A mﬁ o

— Microsoft Azure openstack

The SlParator simplifies SIP trunking and makes it easy to connect remote UC end points, aggregate SIP
trunks and distribute sessions between sites and service delivery points. It's utilized for Real-Time
communications security, SIP interoperability and extensive connectivity. The SIParator® is compatible
with all existing networks and comes with a standard SIP proxy and a SIP registrar. It has support for NAT
and PAT as well as for TLS and SRTP to encrypt both SIP signaling and media, eliminating the security
issue most associated with using enterprise VolP.

The flexible system of add-on licenses allows any enterprise to enhance the SIParator®/Firewall®
solution to meet their needs at any given moment.

With more than 10,000 installations worldwide, the Ingate SIParator® comes in a wide range of
capacities, and has been used by retail companies, financial institutions, industrial firms, government
agencies, call centers and small-to-large enterprises.
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Deployment scenarios

Proof of Concept Topology

Interoperability between SlParator® SBC and Trunking with te Zoom Phone System has been tested in
the following setup.

Corporate Network

SIParator®
T

Internet

Figure 1: Deployment Layout

Configuration for SIParator® in this document will show how to route PSTN traffic to or from either
Zoom Phone system or existing customer PBX. Also will show how to route calls between Zoom Users
and PBX users (extensions)

We are assuming SIParator will be sitting behind an existing firewall in a DMZ.

Our SIParator will be setup with 2 network interfaces enabled (it is highly recommended not to use
single interface), one will be in the DMZ while the other will be in the internal private LAN where the IP
PBX is reachable.

Both, Zoom Phone System and the SIP Trunk Provider are located in the WAN or external network
(Internet).

The IP-PBX is located in the Private Network
Zoom Phone System uses TLS signaling while the ITSP and IP-PBX both use SIP over UDP

Zoom Phone System operates with encrypted media (SRTP) while ITSP and IP-PBX both use plain RTP for
media.
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Configuring Zoom Phone System

For detailed instructions on how to setup Zoom Phone System, you can refer to Zoom Help Center at

https://support.zoom.us/hc/en-us/articles/360001297663-Getting-started-with-Zoom-Phone-admin-

NOTE: Before you begin configuration: B Contact your Zoom Representative to enable SIP
groups and set up SIP trunks that are directed toward your SBC for your Zoom Phone account. B
Make sure you have Zoom Portal admin credentials. Be aware that each customer needs to have
a Zoom Phone admin account and all Zoom Phone related configuration is done by the customer
and not by the carrier.

Configuring SIParator® SBC

Pre-requisites
For this use case, validation has been done running SIParator® release 6.4.1 and the minimum licensing
needed must include:

e Number of sip trunk concurrent session. Also known as CCS and must be at least the maximum
number of concurrent SIP sessions we want the solution to support assigned to 2 Trunk Groups.

e One trunk Group will be supporting simultaneous calls between PBX and PSTN and the second
Trunk will be associated to calls between Zoom and PSTN

e We need also to consider the maximum simultaneous calls between Zoom and PBX but they
won’t use any Trunk Group.

e This can be obtained with CCS shared among the 3 flows (Zoom-PSTN, PBX-PSTN, Zoom-PBX). In
this case you will need:

Total CCS Needed = Max CCS Zoom-PSTN + Max CCS PBX-PSTN + Max CCS Zoom-PBX
One additional Trunk Group Sharing all CCS (License known as TGS)

If you have any doubts or questions about the best options for licensing, feel free to send your
guestions to support@educronix.com

No other licenses are needed to this specific use case. When transcoding is needed, there are no license
needed as Transcoding feature is a built in functionality purely based on software.

Make sure you are using one of the SIParator® appliances according to your expected workload, or a VM
properly dimensioned if you are using Software SIParator®

Before initiating the deployment make sure you have:

e A Public IP address to be used exclusively for your SBC. It can be assigned in your firewall and
properly routed to the SIParator® DMZ ip address.
e Public certificates issued by one of the Zoom supported Cas.
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Configuring IP Network Interfaces
SBC Interfaces will be assigned IP addresses for

e Qutside Interface. The one sitting in the DMZ and associated to the public IP address.
e Inside Interface. The one that will be used for Management access to SIParator® and also to
reach internal SIP resources (i.e. IP-PBX).

SBC, in our case, is connected to the WAN/Internet through a DMZ connection.

In our case all interfaces are dedicated ethernet ports.

Corporate Network

SlParator®
T

Configuring Inside and Outside Interfaces

You can use Zoom provided tables for media and signaling IP’s. We will use the tables available by the
time this document is being created taken for Zoom Documentation.

For signaling:

Tratfic Type | Protocol | Port nh ARecord Do Roaios

usO1peerO1.sc.zoom.us 162.12.233.59
usO1peerO1.ny.zoom.us 162.12.232.59 North America
‘ usO1peer01.dv.zoom.us 1621223585

usO1peerO1.sp.zoom.us 64.211.144.247

usO1peer01.gr.zoom.us 149.137.69.247 LATAM
usOlpeer0l.amzoomus | 213.19.144.198 EMEA
usO1peer01.frzoom.us 213.244.140.198
Signaling TCP/TLS | 5061 | Cust: SBC
usOlpeerOlsy.zoomus | 103.122.166.248 Australia
’ ’ usOlpeerO1l.mezoomus | 103.122.167.248
usO1peerOl.sg.zoom.us 149.137.41.246 APAC

usO1peerO1.ty.zoom.us 207.226.132.198
usO1peer01.hk.zoom.us 209.9.211.198 China

usO1peer01.0s.zoom.us 149.137.25.246
usO1peer0O1.ty.zoom.us 207.226.132.198

Japan
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For Media:
Traffic Type | Protocol Source Destination Ports Destination IPs Region
162.12.232.0/22 North America
- .
64.211.144.0/24
149.137.69.0/24 ESEARY
213.19.144.0/24
213.244.140.0/24 EREn
Media | UDP/SRTP C“;:’(':“e' 20000-64000 103.122.166.0/23 Australia
P # 149.137.41.0/24
207.226.132.0/24 i
209.9.211.0/24 China
207.226.132.0/24 )
149.137.25.0/24 -

For the purpose of this document we will select only LATAM region as our lab is being deployed for Latin
America, however you can use the appropriate sections of the table depending on the region you are
located or deploying.

First, we will assign all those IP addresses and address ranges names to be easily used later in the
configuration

T Basic HTIP sIP SIP | SIP Virtual Private | Quality of | Logging
tdmlnlStratmn c“ﬂﬁguratiﬂ" M u_TURN M
Interface

Networks and (815008
(Fi NG Gateways Interfaces VLAN EthO Ethl  Status PPPoE Tunnels Topology

Networks and Computers

Lower Limit Upper Limit
(for IP ranges) Delete
Name Subgroup Interface/VLAN Row
DNS Name IP Address DNS Name IP Address
___or IP Address orIP Address
+ [ZM LATAM - ~|| [64.211.144.0 64.211.144.0 (64211144255 | 64.211.144.255 |[Outside (eth0 untagged) v | [
- v [149.137.69.0 162122320 (149.13769.255 | 162.12.232.255 |[Outside (eth0 untagged) v | O
F |ZS LATAM [- w| |usOlpeer0l spzoc| 64 211 144 247 [Dutside (eth0 untagged) v | [
i sell lus01peerdl gr.zoo| 149,137 69.247 [Outside (eth0 untagged) v | [
zoom [ZM LATAM v | B vl O
SUE v | I E “] O

Notice:

e ZM MEDIA - Zoom Media in LATAM
e 7S LATAM - Zoom Signaling in LATAM
e zoom —> aggregated addresses for media and signaling in LATAM
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Make sure 2 Interfaces are enabled (Active). In our case we are also assigning a name to each one
(inside for eth1 and Outside for eth0)

Basic HTTP SIP | SIP
Administration Q-TURN
Confi guratmn Services | Services | Traffic runks

Networks and  Default Interface
Computers  Gateways Interiaues VLAN EthO Eth1 Status PPPoE Tunnels Topo

Interface Overview

General

Physical Device Interface Name Active MTU

ethd | Outside |[Yesv[{1500 |

ethl [Inside |[Yes v[{1500 |

Looking at our topology:

Corporate Network

10.1.0.145
SIParator®
= ]

10.1.1.83

In our case,

e DMZ Network: 10.1.0.0/24
e LAN Network: 10.1.1.0/24
e Default Gateway: 10.1.0.1
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Directly Connected Networks (Help)

Address DNS Name P . Network Broadcast Interface or VLAN Delete
Name Netmask | Bits VLAN Id
Type or IP Address Address Address Address Tunnel Name Row
L'
etho Static  v|[10.1.0.145 10.1.0.145 [ 24 10.1.0.0 10.1.0.255 || Outside (eth0) v | | - O
|eth1 |[Static  ~||10.L.183 101183 J24 10.1.1.0 10.1.1.255|[Inside (eth1) | | - O

Static route for the default gateway:

Static Routing (Help)

Routed Network Router
_ ) DNS Name Interface or Tunnel Delete Row
Network Address  Netmask [ Bits  Dynamic IP Address

Address ——eriP-tddiess
|default default ] 10.1.0.1 10.1.0.1 0

DNS Name or

Other Network related configurations

Let’s assign the DNS server address. In our case we are going to use Google DNS 8.8.8.8

inGate Zoom BYOC test
JEr— Basic HTTP SIP | SIP Q-TURN |rtua
Configuration Services | Services | Traffic | Trunks
Basic CCess Dynamic DNS Advanced SIP;
Configuration l:untul RADIUS SNMP  Update  Certificates AGME TLS Settings T
General Version of Software SIParator/Firewall
Name of this SIParator: gr;;gg:fgﬁg:a]elrgions of Software O Yes G
| -
. Date of last successful version check:  Not availa
Software version in use: 6.4.1

—

Policy For Ping To the SiParator

IP Policy - (Heip) (O Never reply to ping
© Discard IP packets O Only reply to ping to the same interface
® Reject IP packets @ Reply to ping to all IP addresses
) Reject IP packets via
TCP Reset

DNS Servers (Help)

DNS Name

You can also assign a name to this SIParator. The name will displayed in your browser tags.

Let’s also assign an NTP server and setup time for the SIParator®. We are assuming to be located in EST

time zone.

SIParator® for Zoom Premise Peering Nov 2022-V1.1 11
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P Basic HTTP SIp SIP | SIP ], Virtual Private | Quality of | Loggi
Himinsirer Gnniiguralinn w -

Save/Load Show User UF1CY Date and License  Change
Configuration Configuration Administration Upgrade Look W[lyWM Restart Server Language

Change Time Zone (Help)

DumontDUrville (Antarctica) « |Acuve time zone: Eastern (US) |
Dushanbe (Asia)

East (Brazi) s suses )
East-Indiana (US)
Easter (Pacific)

Easterlsland (Chile)
Eastern (Canada)
Eastern (US)

Change Date and Time Manually (Help) Change Date and Time With NTP (Help)

Date: | 2022-10-24 Synchronize time with NTP: @ Yes O No
[Ra 13:55.04 NTP Servers To Use If NTP Is Enabled
Set date and time manually
- DNS Name Delete
or TESS

| Look up all IP addresses again ‘

Configuring TLS for Zoom

In this section we will enable TLS to setup connectivity with Zoom Phone System.

In order to enable TLS we will need appropriate public certificates. With SIParator there are two ways to
acquire, install and maintain TLS certificates.

e Using CSR. Generating the Sign Request from the SIParator, submit it to the Certification
Authority to get the signed certificate and intermediate certificates (if needed) and install them
in the SIParator®.

e Using ACME. Using SlParator built in ACME client and use the appropriate ACME enabled
Authority in compliance with Zoom accepted CAs.

Using CSR

First, we will need to create a CSR (Certificate Signature Request).

Under Basic Configuration - Certificates = Private Certificates, add a new row:

SIParator® for Zoom Premise Peering Nov 2022-V1.1 12
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Basic HTIP SIP SIp Virtual Private | Qu nl\ty of | Logging
immetrn Gunflgurallun M and Tools lng "

Changes have been made to the preliminary configuration, but have not been applied.

« This page contains an error.

Basic Access Dynamic DNS Advanced SIParator
Configuration Control RADIUS SNMP  Update ACME TLS Settings  Type

Private Certificates (Help)

Name Certificate

Information

No certificate exists.

No value given.

| Create New ‘ | Impoart ‘ | View/Download | No curfent certificate

ACME Domain Delete Row

O

Assign a name and click on “Create New”

Fill the Information requested and make sure the Common Name and SubjectAltName extension DNS
points to the SIParator FQDN that resolves on the Public IP address associated to the outside interface:

Create Certificate or Certificate Request

Fill in the certificate data for "byoc-cert” below, then create either a cerfificate or a certifici
After generating a certificate request, and having it signed by a signing authority, the certif

Coymira in (doae)-
= -

Country code (C): Organization (0):

* (385 |us

| | Educronix |

. State/province (ST):  Organizational Unit (OU):
|byoc.edx—|ab5.c| |FL | |Engineering |

Email address

Locality/town (L):

| emesto@educr | | Weston |

SubjectAltName Extension

Enter the alternative names that you want to add to a certificate or a
certificate request. Multiple values can be added by using comma

separation.

Email: |

URE |

DNIS: |by0c.edx-labs.com

Notice Expire in (days) and Common Name (CN) are mandatory fields.

All remaining fields can be left on default values.

Click on “Create an X.509 certificate request”

SIParator® for Zoom Premise Peering
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Key Length and Signature Algorithm

Select the key length and the signature algorithm that you want to
use when creating a certificate or a certificate request.

Key length (bits): 2048
Signature algorithm:

ACME

Use the ACME protocol for this X.509 certificate

request: O Yes @ No

If you generate several certificates with identical data you should make sure they have different
Serial number:

*

Fields marked with "*" are mandatory.

| Create a self-signed X.509 certificate | || Create an X.509 certificate request | || Abart |

Certificate request will show like this:

bject: /C=US/ST=FLIL=Weston/O=Educronix/OU=Engineering/CN=byoc.edx-labs.com/emailAddress=ermesto@ educronic.com -
bjectAltName: DNS:byoc edx-labs com

byoc-cert | Create New | | Import ‘ | View/Download |

Apply changes

Administration

Basic HTTP sIP
Configuration Services | Services

Changes have been made to the p

Save/Load Show User Table
H it Tel L) Gonfiguration Administration Upgrade Look

Test Run and Apply Conf [Help) Show |
Duration of limited test mode: ® One
30 seconds O Ont

M
| Apply configuration ) MNew

Go back to the certificate and Click on “View/Download”
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A Basic HTIP SIP SIP | SIP | Virtual Private | Quality of | Logging
S Bl]ﬂﬁgllra“m M (] . lng "
Advanced SIParator
[HLii0k1GEY ACME TLS  Settings  Type

Basic Access Dynamic DNS
Configuration Control RADIUS SNMP  Update

Private Certificates (Help)

Name Certificate Information

I - - - . N - -
ubject: /C=US/ST=FL/IL=Weston/O=Educronix/OU=Engineering/CN=byoc.edx-labs com/emailAddress=emesto@educronix_con
hyoc-cert | | Create New | | Import | View/Download t " ' ¢ ¢ v ' Z
SubjectAltName: DNS:byoc.edx-labs.com

Download certificate either in PEM or DER format. It will depend on the CA you'll use to sign it which
better fits. We will use PEM for our example.

Current Private Certificate for "hyoc-cert"
Current certificate request:

« Subject: /C=US/ST=FL/L=Weston/0=Educronix/0U=Enginesring/CN=byoc.edx-1labs.com/emailAddress=ernesto@educronix.com [
= SubjectAltName: DNS: byoc.edx-1labs. com

|
| Download certificate/certificate request (DER format) |

| Download certificate/certificate request (PEM format) ]

| Return to certificate page

Downloaded file should look like this:

IIDDDCCAfQCAQAWgZcxCzAJBgNVBAYTALVTMQswCQYDVQQIEwJGTDEPMAOGALUE

KAI2B3mQyjS2J4Ac65G548HEhmIkGx940Thjq60Kgx47aDYQVQV2630Yq6+8NV35

s7b+U0fjqGsz7+m/g/PZiw6Rvh2fVM2V+Uuj5d9j3TTweRjhb7V325NEmdw/SXCr
SO6K0CZWyl5sr5mv6FQUNw==

Use it to request the signed certificate from the Certification Authority you have selected.

Once signed they will provide you with a set of files, usually 2:
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e Signed Certificate
e Intermediary Bundle Certificates.

Similar to this:

&‘ byoc_edx-labs_com.ca-bundle 10/21/2022 1:47 PM CA-BUNDLE File 5 KB
7 byoc_edx-labs_com.crt 10/21/2022 1:47 PM Security Certificate 3 KB

You’ll need to load the signed certificate as well as the CA bundle as intermediate certificates. Use the
“Import” button to do so:

A Basic HTTP SIP | SIP | Virtual Private | Quality of | Logging
Hinistreoe Gllllﬁgllratim w& q T and Toals lng "

Basic Aceess Dynamic DNS Mdvanced SIParator
Configuration Control RADIUS SNMP  Update  [HLynit:icty ACME TLS Settings  Type

Private Certificates (Help)

Name ' Information

hyoc-cert | | Create Nlew | | Impaort ‘ | View/Download

First import the certificate, save and apply and then load the bundle.

Administration Basic HTTP SIP | SIP
Configuration Services Traffic | Trunks

Import Signed Certificate

Specify the local file, in PEM (.pem) oz
ining signed certificaee”

Choose File | No file chosen
Import signed certificate || | Abort

format, containing the sig

Import Intermediate Certificate 2
Spemfy the Iocal flle in PEM (, pem‘/_Fzr) format, containing the intt

certificate:
Choose File | No file chosen

| Import intermediate certificate ] Abort |

Page generated for ‘admin’ 2022-10-25 13:52:48 -0400.

Save and apply the changes again.

You should be able to see the new signed certificate loded similar to this:
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Basic Access Dynamic DNS Advanced SlParator
Configuration Control RADIUS SNMP  Update ACME TLS Settings  Type

Private Certificates (Help)

Name Certificate Information

Key Type: RSA

Subject: /CN=byoc.edx-labs.com

Issuer: /[C=GB/ST=Greater Manchester/L=Salford/0=Sectigo Limited/CN=Sectigo RSA Domain Validation Secure Server CA
Signature Algorithm: sha256WithRSAEncryption

MD5 Fingerprint: EF:CC:59:D3:EB:0C:04:9F:61:32.7TE:AB.TC:B9:TC:0E

SHA-1 Fingerprint:

SHA-256 Fingerprii C9% D450 8061 OED9
Valid from: 2022-10-18 00:00:00

Valid to: 2023-10-18 23.59.58

SubjectAltName: DNS:byoc.edx-labs.com, DNS:www.byoc.edx-labs.com

Subject Key ID: 28:6¢ 8E:E1.D3

Authority Key ID: 8D 11:8D:61:E1

byoc-cert | | Create New | | Import | | View/Download

Using ACME

Before creating the certificate, we will need to have SIParator® ACME feature enabled and properly
configured.

[ — Basic HTIP sip SIP | SIP Virtual Private | Quality of | Loggi
Con ﬁguratlun Services | Services | Traffic Trunks Networks Service | and g

Basic Access Dynamic DNS Advanced SIParator
Configuration Control RADIUS SNMP  Update  Certificates TLS Settings  Type

ACME _(Help)

@® Enable the ACME protocol I
() Disable the ACME protocol

For the purpose of this document, we have selected one Certification Authority supporting ACME
protocol that complies with Zoom requirements.

ZeroSSL (https://zerossl.com/) is the one we will use here as their root certificate has a chain of trust
included in Zoom recognized certification authorities.

Basic HTTP SIP SIP SIP Virtual Private | Quality of | Logging i
S Co nﬁguratlon w Service | and Toals M

Changes have been made to the preliminary configuration, but have not been applied.

Basic Access Dynamic DNS Advanced SlParator
Configuration Control RADIUS SNMP  Update  Certificates TLS Settings  Type

ACME  (Help)

® Enable the ACME protocol
) Disable the ACME protocol

Accounts ({Help)

Accounts associated with the ACME protocol.

elete

Name Contact Private Key EAB KeyID EAB HMAC Key e

I |zwerossL | [mailt:ernesto@educronix.com ||| Create New I| diGH0a1108m¢| | Change Secret | [

[ ddremrovs |1 ons.
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e Assign Name

e Add contact information with the format mailto:xxxxx@yyyy.zzz to provide who will be receiving
updates and notifications from the CA.

e Generate a “Private Key” by pressing “Create New”

e Add EAB Key ID and EAB HMAC Key provided by the CA (for ZeroSSL, it can be found in the
Developers Section)

Add the service

Services (Help)
A service that supports the ACME protocol.

Name Domain or IP Directory Path Trusted CA Delete Row
[[veoveo | [Bonde <]

|| ZeroSSL '| acme.zerossl.com

e Assign a Name

e Enter the domain provided by the CA (for ZeroSSL is “acme.zerossl.com”)

e Enter Directory path as provided by the CA (for ZeroSSL is “v2/DV90”)

e You must have a bundle CA certificate previously loaded containing CA root certificates for your
trusted CA’s)

Add a Domain name to be used and referred when creating new ACME managed certificates.

Domains [Help)

Domains that should be available to use with the ACME protocol.

) R I
Name HTTP-01 Challenge Address  Service Account enewa Delete Row

Interval (%6)
ZeroSsl v

[ZwerossL~[f67 | O

| zoom il eth0 (10.1.0.145) v

e Assign a Name
e Select the interface that will be facing the outside (Internet)
e Select the Service and Account (previously created).

o Keep the default value of 67% to establish when the request for renewal will be triggered
Now we are ready to create the Certificate using ACME.
Like in “Using CSR” we will create a Certificate Sign Request, but in this case we will select ACME tag.

Add a new row in Private Certificates and assign a name, click o “Create New”:
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Certificates

Private Certificates

Name Certificate Information ACME Doma
No certificate exists.
[.|byuc‘edx—labs | [ Create New ]I[ Import | | View/Download | No current certificate

Complete the information here:

Create Certificate or Certificate Request

Fill in the certificate data for "byoc.edx-labs” below, then create either a ¢
After generating a certificate request, and having it signed by a signing at

Country code (C): Organization (O):

l = | |US | |Educr0nix |

Common Name (CN).  State/province (ST).  Organizational Unit (OU]

- |hyoc.edx-lab5.c|. | FL | |Engineering |
mail address Localityftown (L):
| ermesto@ed ucr| | Weston |

SubjectAltName Extension

Enter the alternative names that you want to add to a certificate or a
certificate request. Multiple values can be added by using comma
separation.

Email: |

URI: |

DNS: |byoc.edx-labs.c0m

"]

P

Notice:

e Expire and Common name are mandatory fields, however, Expire will be defined by the
Certification Authority regardless of the value you enter.
e Common Name and DNS must match the FQDN associated with the SIParator® public IP.

ACME

Use the ACME protocol for this X.509 ceriificate I
request: @ Yes |(C) No

If you generate several certificates with identical data you should make sure they have differe
Sernal number:

*

Fields marked with "*" are mandatory.

| Create a self-signed X.509 certificate | | Create an X.509 certificate request ] | Abhort |
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e Select “Yes” in the ACME section
e Press on “Create an X.509 certificate request.

This creates a temporary self signed certificate until the CA provides the new signed certificate.

Make sure you associate the ACME domain to this new certificate.

Key Type: RSA

Subject: /C=US/ST-FL/L=Weston/O=Educronix/OU=Engineering/CN=-byoc.edx-labs. com/emailAddress=ernesto@educronix.com

Issuer: /C=US/ST=FL/L=Weston/O=Educronix/OU=Engineering/CN=byoc. edx-labs com/emailAddress=emesto@ educronix.com

Signature Algorithm: sha256WithRSAEncryption

byoc.edx-labs | | Create New ‘ ‘ Impart ‘ ‘ View/Download | MD5 Fingerprint: C0-6A-08:1A:B9:7C 56:45:1F:47-DE-07:BF CA 04:A6
SHA-1 Fingerprint: E939 79D2 FATE 4469 3130 9FCE CD25 FDEF EC43 9079

SHA-258 Fingerprint: 5468 C957 3CDB 47E5 93CA 7427 DE0S FEEY 56F1 ADBB DEBG 01FC 5079 785F 2247 7155
Valid from: 2022-10-25 21:32:37

Save and apply changes

In a few more seconds you'll see the new certificate already signed by the ACME compliant CA of your
choice.

Name Certificate Information ACME Domain

Key Type: RSA
Subject: /CN=byoc edx-labs.com
Issuer. [C=AT/O=ZeroSSLICN=ZeroSSL RSA Domain Secure Site CA I
T Signature Algorithm: sha284WithRSAEncryption
MD5 Fingerprint: 0B: AT SSaSSe@ind= = oflie= " Soaiiefhinh = S0
byoc.ed-labs | | Create New | | Import ‘ ‘ View/Download | SHA-1 Fingerprint: DD zoom v
SHA-256 Fingerprint: £ .82 2950 9A1F 4FT2 BATE
Valid from: 2022-10-21 00°00°00
Valid to: 2023-01-19 23:59:59

DTS OYOC SUr-Tas. COnT
Subject Key ID: C&:
Authority Key ID: T 3

In the case of ZeroSSL, you can see the certificate and intermediate (trust chain) by selecting
“View/Donwload”

Current Private Certificate for "byoc.edx-labs"
Current certificate:

3
Key Type: RSA ]
Subject: /CN=byoc.edx-1labs.com :
Issuer: /C:AT/O:Zer‘USSLICN:ZerGSSL RSA Domain Secure Site CA I
Serial Number: 169637592508843825361615346503174796324 . [
Signature Algorithm: sha384withRSAEncryption
MD5 Fingerprint @8:AC:F.
SHA-1 Fingerprint: DD1B 7
SHA-256 Fingerprint: 8694
Valid from 2022-10-21 00:00:00 to 2023-01-19 23:59:59 GMT.
SubjectAltName: DNS : byoc . edx-1abs. com
Subject Key ID:
Authority Key IC

Chained 1ssuer certificate

« Key Type: RSA
» Subject: /C=AT/0=ZeroSSL/CN=ZeroSSL RSA Domain Secure Site CA
= Issuer /C=US/ST=Mew Jersey/L=Jersey City/0=The USERTRUST Networ‘klﬂN:U‘SERTru;t RSA Certification Authority]
= Serial Number: 144881454485138227352869355716675080895
= Signature Algorithm: sha384WithRSAEncryption

» MDS5 Fingerprint 58:A4
.
.
.

SHA-1 Fingerprint: C814

SHA-256 Fingerprint: 27

Valid from 2020-01-30 00:00:00 to 2030-01-29 23:59:59 GMT.
Subject Key ID: ¢

Authority Key 1D:

Notice USERTrust RSA Certification Authority is included in Zoom accepted CAs.
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If you have questions regarding other ACME options feel free to send your inquires to
support@educronix.com

Adding Zoom CA certificates to trust TLS connections

By the time this document is released, Zoom Certificates are all signed by Digicert. You should add all
Digicert root certificates in the CA section of SIParator® Basic Configuration.

Here you can just add a bundle that includes Dlgicert root certificates. A good source for this bundle can
be found here: https://curl.se/docs/caextract.html

Or you can download all Digicert needed CA root certificates from Digicert directly here:

https://cacerts.digicert.com/DigiCertGlobalRootCA.crt.pem

https://cacerts.digicert.com/DigiCertGlobalRootG2.crt.pem

https://cacerts.digicert.com/DigiCertGlobalRootG3.crt.pem

In any case, to install any of the previously mentioned Bundle or specific Cas certificates, you can do it
here:

Under Basic Configuration - Certificates, in the CA Certificate section:

CA Certificates (Help)

Name CA Certificate CA CRL Information Delete Row

|Nu vale jiven o valye given
Bundle | ChangelView Change/View | Mo current certificate [
Add new rows | |1 | rOWS.

e Assign a name (Bundle in our case)
e (Click on CA Certificate “Change/View”

Upload CA Certificate

Specify the local file, in PEM (.pem) or DER (.cer) format, containing the CA cer
Local file containing CA certificate:

Choose File | cacert (9).

Import CA certificate

e Select the file you download in the previous section
e C(Click on “Import CA certificate”

In the case of the Bundle, you will see about 142 certificates loaded under the same name.

SIParator® for Zoom Premise Peering Nov 2022-V1.1 21


mailto:support@educronix.com
https://curl.se/docs/caextract.html
https://cacerts.digicert.com/DigiCertGlobalRootCA.crt.pem
https://cacerts.digicert.com/DigiCertGlobalRootG2.crt.pem
https://cacerts.digicert.com/DigiCertGlobalRootG3.crt.pem

ZOOMPHONE PREMISE PEERING (BYOP & BYOP)
HTTP SIP SIF
s e D A e A

Changes have been made to the preliminary con

| « 142 CA certificates imported |

Basic Access Dynamic DNS
Configuration Control RADIUS SNMP  Update  [E3ii'(2] ACME TL

Apply and Save your changes.

Configure NTP Server

To have SIParator® well synchronized with your time zone, make the right configuration here:

[ — Basic HTTP SIP | SIP Virtual Private | Quality of | Loggin
Configuration Services Ser\ﬂnes Traffic runks Networks Service | and Toe
Save/Load Show User \ELI[Y Date and License ~ Change
Configuration Configuration Administration Upgrade Look WREUCEM Restart Server Language

Change Time Zone (Help)

DumontDUrville (Antarctica) « | active time zone: Eastern (US)

Dushanbe (Asia) =

East (Brazil) Change time zone
East-Indiana (US)

Easter (Pacific)

Easterlsland (Chile)

Eastern (US) -

Change Date and Time Manually (Help) Change Date and Time With NTP (Help)

Date: [2022-10-26 Synchronize time with NTP: @ Yes (O No
g 0958:33 NTP Servers To Use If NTP Is Enabled

| Set date and time manually ‘

n . DNS Name . Delete
or IP Address Row

Addnewrows [[1  |rows.

Setup TLS with Zoom Supported versions

It is known that Zoom supports only TLS v1.2. In this section we will create a TLS profile that includes
only TLSv1.2 and it will be used in TLS setup for SIP later in this document.
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- Basic HTTP SIP | SIP |, Virtual Private | Quality of | Logging
Basic hceess

Dynamic DNS Advanced SlParator
Configuration Control RADIUS SNMP  Update  Certificates ACME §IBY Seftings  Type

TLS Settings (Help)

Delei
Name Protocols Ciphers Diffie-Hellman Group ECDH Curve :;
DTLSv1x [DTLSv1x ~ | [HIGH + | [MODP2048 (Group 14) v | [NIST P-256 (secp256r1) v | 2
S5Lv3.0 [s5Lv30 ~ | [HIGH » | [MODP2048 (Group 14) + | [NIST P-256 (secp256rl) v | [

| TLSv1.2 [TLsviz2 ~ | [HIGH + | [MODP2048 (Group 14) v | [NIST P-256 (secp256r1) vﬁ @

[TLSvix v | [HIGH v | [MODP2048 (Group 14) v | [NIST P-256 (secp256r1) v | O
[TLSvLix & 55Lv3.0 v | [HIGH v | [MODP2048 (Group 14) v | [NIST P-256 (secp256rL) v | [

s

Protocols [Help)

Name Protocol  Delete Row
+ (DTLSv1x DTLSviO | O
DTLSVIZ »| [J 1

#[ssiao0  |[ssvao v O 'i

$[sne sz v]jlo0 #

# [TLSvix TSVl w| [
O

+ [TLSvlx & SSL||SSL30 ~| O
0
O
0

groups with (1 | rows per group.

e Add anew entry in the Protocols section which includes only TLSv1.2, we named it “TLSv1.2

e Save, and then add a new entry in TLS Settings table as shown in the picture above. We also
named it “TLSv1.2”
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Configuring SIP in SIParator®

Now we will setup all signaling related configuration for SIP.

Setup TLS signaling

L Basic HTTP SIP SIP | SIP Virtual Private | Quality o

Basic RnEllcd Media Media Sessions and Remote SIP VoIP
Settings <04y 00y Encryption Transcoding Interoperability  Media  Connectivity Survival

Signaling Encryption [Help)

® Enable signaling encryption
) Disable signaling encryption

TLS Connections On Different IP Addresses [Help)

Use Require

Delet
IP Address Own Certificate ~ CN  Client LS : ete
ECIDAL Cart 8
[ethD (10.1.0.145) v [fbyoc.edx-labs w| | No v|I|Yesv [TLSv12 ~| [0
L |
| —
+—romrs:

Making TLS Connections [Help)

z [ B
| [zoombyoc_lyear~|  [TLSvL2 v

TLS CA Certificates (Help)

e CADelate Bow
[Bunde ] O
Bgeeizv] O
Dgeets ] O

[BigeeriAv] O

Add new rows TOWS.

e Add a new raw under “TLS Connections on Different IP Addresses”
e Associate your outside interface (eth0) to receive and generate TLS traffic
e Select the certificate to be presented by SIParator® (The one we created before).

e Disable “Use CN FQDN” and enable “Require Client Cert” to be compliant with Zoom
requirement of support MTLS.

e Select the recently created profile for TLSv1.2

e Use the same certificate as the default for any other TLS connection

e Add the Trusted CA root certificates based on what you configured before. Just remember that
for Zoom we will only need the 3 Digicert CAs.

You will also leave the next two setting in “No” as shown here:
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Check Server Domain Match [Help)

Che Gl er domain matches the certificate:
) Yps @ No

Allow Wildcard in Server Certificates (Help)
Allow pildeard in Server Certificates:
() Y¥ds @ Mo

Setup SIP Ports
Now we will need to associate ports to be used for SIP (UPD/TCP and/or TLS)

Go under SIP Services = Basic Settings

Administration | . B2 | networi | TP | SIPf SIP | SIP Q-TURN Virtual Private Ullﬂ“
Configuration Services | Services | Traffic | Trunks Netwarks

Changes have been made to the preliminary configuration, but have not been

GEH Signaling Media Media Sessions and Remote SIP  VoIP
4] Encryption Encryption Transcoding Interoperability — Media  Connectivity Survival

@ Enable SIP module
O Disable SIP module

SIP Signaling Ports  (Help)

Allow Delete
Acti Port T rtInt t C t
Clive (v] ranspo ntercep’ ErOlis ommen Row
[es w | [5060 UDPand TCP v | [Yesw | |- v 0O
5061 TLS v|[Yesv]| [ZsLATAM ~ O

SIP Media Port Range [Help)

Public IP Address for NATed SIParator [Help)

DNS Name
or IP Address

3.217.32.189 217.32.189

Address

u

e Make sure SIP Module is enabled

e By default, SIP Signaling port 5060 for UDP and TCP is already enabled and “Allow from” enables
access from any network. We can later restrict this for only sources we trust for UDP or TCP.

e Activate port 5061 for TLS, enable Intercept a restrict for traffic only coming from the Zoom
zone you have defined before (in our case we created a network name “ZS LATAM” and we will
restrict or allow only from those IP’s.

e Asour SIParator® is sitting in a DMZ, the public IP is NATed and we need to write down the
public IP address as indicated.
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We at this point also want to monitor Zoom SIP proxy IP addresses. In our case we know LATAM uses
the ones indicated below. SIParator® will monitor those IP’s by sending periodically SIP OPTIONS.

SIP Servers To Monitor (Help)

Delete
Server Port Transport
Row
usOlpeerdl gr. | TLS + || O
usOlpeerdlsp | TLS w () L]

Add new rows ||1 [OWs.

We are monitoring then:

e usOlpeer0l.gr.zoom.us (Latam — México)
e usOlpeer0l.sp.zoom.us (Latam — Sao Paulo)

As Zoom uses port 5061, we don’t need to explicitly indicate any port to monitor (5061 is the default for
TLS). We just need to select TLS.

Configure Media Encryption
Zoom requires, besides TLS as signaling encryption, the media to be also encrypted (SRTP)

To configure Media Encryption, make sure it is enabled:

Administration Basic HTTP SIP | sip
(}nnﬁﬂuratmn Services | Services | Traffic

Basic | Signaling [ ilE Media
Settings Encryption LECHy 00N Transcoding Interoperability I||

Media Encryption (Help)

® Enable media encryption

) Disable media encryption

Then we will create a Crypto Suite Group specifically for Zoom
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Crypto Suite Groups (Help)

Name Suite Delete Ro

# [Any (transcoda [ Cleartext (no encryption) ~] O

[SRTP sdesc (AES-CM 128, SHA1 32) v| )

|SRTP sdesc. (AES-CM 128, SHAL 80) | [J

+ [ Cleartext (na encryption) ~| O
+ |DTLS-SRTP | [DTLS-SATP ~| O
+ [Encrypted (tran| [SRTP sdesc. (AES-CM 128, SHAL 32) v | [J
[SRTP sdesc. (AES-CM 128, SHA1 80) | O

+ [sRTP [SRTP sdesc. (AES-CM 128, SHAL 32) | [J
[SRTP sdesc. (AES-CM 128, SHA1 80) | [J

[SRTP sdesc. (AES-18 128, SHAL B0) | [

+ [SRTP Zoom | |SRTP sdesc. (AES-CM 256, SHAL 80) ~ || (J
[SRTP sdesc. (AES-CM 128, SHAL 32) v || (J

O

[SRTP sdesc. (AES-CM 128, SHAL 80) v |

e Add one row with 3 sub-rows
e Select each sub-row associated to the suites shown in the picture

Add a Media Encryption Policy:

SIP Media Encryption Policy (Help)

All Delet
MNao. Network Transport Suite Requirements ow_ elete

1 | [zoom

v|[TLS ~| [SRTP Zoom v | |Yesw|

e Addanew row
e Select the aggregated network named “zoom”
e Select TLS for transport protocol

e Associate the recently created suite named “SRTP Zoom”
e Enable “Allow Transcoding”

Define a default encryption policy for anything else:

Default Encryption Policy (Help)

SLite requirements: Allow transcoding:
Cleartext v| ® Yes O No

o Select “Cleartext” as the default policy (Cleartext means “No Encryption”)
o Allow Transcoding
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Set the remaining parameters as shown:

Require TLS [Help)

r@ Require TLS for all cryptos but cleartext 1
“O Do not require TLS -

RTP Profile (Help)
O Prefer RTP/SAVP (sdescriptions)

[g Prefer RTPFAVP (cleartext and legacy encryptions) ‘l
Prefer RTPAVP (together with sdescriptions) -
Multi Profile (Helg)

() Enahle Multi Profile
I‘@ Disable Multi Profila ‘I

DTLS-SRTP [Help)

DTLS:
[DTLSVLx v

r

Add the client's IP ta the {:ookill: @ Yes Mo

Ignore invalid dates in the client's certificate: O ‘t’

Keep Established Crypto Within a Dialog (Help)

Keep established crypto within a dialog” O Yes

Add Cryptos in the B2BUA [Help)

Add cryptos in the B2BUA. @ Yes [0 No

Force Media Encryption (Help
Force media encryption: O ‘t’e

Configure SIP Trunking
Let’s understand how SIP flows looks like in our case:

1 SlParator®

Zoomf

am

PR e
4/ % Native Zoom Phone
-,

ﬁ +— Zoom Peering PBX

= Z7oom Peering PSTN

4————p PBX Peering PSTN
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Setting up Zoom-PSTN Trunk Group
In our case we are using Twilio SIP Trunking Service for demonstration purposes.

First, we need to add a Network Name for Twilio provided IP addresses. They can be found in Twilio
Website (https://www.twilio.com/docs/sip-trunking/ip-addresses). We will include only North America
Virginia IP’s as the SIParator is hosted in AWS Virginia Region.

L Basic HTTP SIP | SIP Virtual Private | Quality of | Logging
Interface

LECGELE Default All
(KT} 11 9 Gateways Interfaces VLAN Eth0 Eth1  Status PPPoE Tunnels Topology

Networks and Computers

Lower Limit e
(for IP ranges) )
Name Subgroup Interface/VLAN |
DNS Name DNS Name
ar IP Adrress RAdEESs or IP Address IR IdiEss
il
3l
2l
e .. 3l

Twiio Media | [- ~| [34.203 2500 34.203.250.0 342023 251255 [Outside (ethD untagged) v | |
54172.60.0 54172.61.255  [Outside (eth0 untagged) v | [
[Twilio Signaling] 54.172.60.0 54172603  [Outside (eth0 untagged) v

T — : gl

Let’s setup the Trunk Group

First, we will enable a new Trunk Group by enabling from the pull-down options:

[ TR RS TR PRI W P T

ey Basic SiP

View trunid | SIP Trunk 1~ | | Goto SIP Trunk page
SIP Trunk 1

ml S0 Tronle 3

SIP Trunk 1 (Help)

® Enable SIP Trunk

) Disahle SIP Trunk
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Click on “Goto SIP Trunk page” and Enable the Trunk Group
We are using Twilio Elastic SIP Trunk Service and have as assigned FQDN: zoompeering.pstn.twilio.com

Lest define the trunk:

SIP Trunking Service (Help)

() Use parameters from other SIP trunk
® Define SIP trunk parameters

Service name: | Twilio Trunk | (Unigue descniptive name)
Service Provider Domain: zZoompeering. pstn. twilio.com [FQDN or IP address)
Restrict to calls from: [-" = No restriction)

Outbound Proxy: il | (FoDN or iP address)

Use alias IP address: (Farces this sowrce address from our side
Outbound Gateway: (- = Use Default Gateway)

Signaling Transport: (~' = Automatic)

Port number: l:l

From header domain:

Host name in Request-URI of incoming calls: §{3.217.32.189 (Trurk 1D - Domain name)

e Assign a name to the trunk group

e Use the provided Proxy FQDN as the Service Provider Domain.

e Asour SIParator® is behind a firewall (DMZ) we will need to enter the public IP in the Host Name
in Request-URI.

Configure the following option in the trunk and leave everything else with default values:

Host name in Request-URI of incoming calls: |3.2].?.32.189

Relay media:

l Service Provider domain is trusted:

Now we will setup the Matching rules to route inbound DID’s designated for Zoom users or auto
attendant:

Main Trunk Line (Help)

Qutgoing Calls Authentication Incoming Calls

No. Reg
Display Name User Name Identity User ID Password Incoming Trunk Match Forward to

[ I[ +10548668899 | [+19528668599 | | [[ehange password | | I[
PBX Lines (Help)

Outgoing Calls Authentication Incoming Calls
No. Reg Delete Row

From PBX Number/User Display Name User Name Identity User ID Password Incoming Trunk Match Forward to PBX Accoun

[1] [ il Il i Il | [ crange passwora ||| +19542568809) | [s2 W

[Faaron o ] s
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If you have more than one DID, you can keep adding rows to the PBX Lines table and match additional

DID’s. You can also use regular Expression for Matching.

The DID (E164 format) setup in the Main Trunk Line (User and Identity) will be used for Caller ID
purposes in outbound calls. In our case we are using the DID assigned to the Auto attendant in Zoom.

Assigned  Unassigned Ported BYOC  Cloud Peering

Main Company Number: Set

m Import Export

Assign SMS/MMS  Disable SMS/MMS
O Number 3 Area 3 Number Type

Fart Lauderdale, Florida,

o (954) 852-8529 United States

Toll Number

Fort Lauderdale, Florida,
54) 852-8530 Taoll Numb
O o5 United States ol Humber

O (954) 866-8899 (£] = United States Toll Number

[ Number Type (All)

v J { Assigned to (All} v J { Status (All)

Capability

Incoming & Outgoing

Incoming & Outgoing

Incoming & Qutgoing

Assigned To

Main Auto Receptionist (Auto
Receptionist)
Ext. 801

Ernesto Casas
Ext. 800

Main Auto Receptionist (Auto
Receptionist)
Ext. 801

Number Status

Normal

Normal

Normal

Now we are configuring the connection from this trunk group to Zoom.

If zoom destination are no more than two IP addresses or FQDNs then we can use the PBX section for

the trunk assigning both to the domain field separated by “,”.
Setup for the PBX (Help)
a3 ey trunk
@ Define PEX settings
PBX Name: I |Zonm Peer I | (Unigue descripiive name)
Use alias IP address: (Faorces this source address from our side)
Authentication PBX IP Address
PBX Registration SIP Address — — OFIT,SA ::,:;S I PBX Domain Name
I | [ change Password | | f usO1peer0l gr.zoom.us,us0lpeer0]
(At least one of PBX Registration, IP address gr Damain Name je reguired to locate the PEX)
Signaling transport: (- = Autamatic)
Port number: I:
Match From Number/User in field: [From URI v
Common User Name suffix: | |
To header field:
Forward incoming REFER:
Send DTMF via SIP INFO:
Remote Trunk Group Parameters usage: |- w| (= Don't use TGP)
Local Trunk Group Paramefers usage: | - ~ | (-'= Don't use TGP)

o Select “Define PBX Settings

SIParator® for Zoom Premise Peering Nov 2022-V1.1

31



e Assign a Name
e In “PBX Domain Name” enter the 2 known Zoom FQDNs (for their LATAM region in our example)

ZOOMPHONE PREMISE PEERING (BYOP & BYOP)

usOlpeer01.qr.zoom.us, usO1lpeer01.sp.zoom.us

Traffic Type | Protocol | Port Source A Record Destination Region
usOlpeerO1l.sc.zoom.us 162.12.233.59
usO1peerO1.ny.zoom.us 162.12.232.59 North America

\ usO1peer01.dv.zoom.us 162.12.235.85 .
usO1peer01.sp.zoom.us 64.211.144.247 LATAM
usO1peer0O1.gr.zoom.us 149.137.69.247
usO1peerOl.am.zoom.us 213.19.144.198 EMEA
usO1peerO1.fr.zoom.us 213.244.140.198

Signaling TCP/TLS | 5061 | Customer SBC

usOlpeerOl.sy.zoomus | 103.122.166.248 Australia

’ ’ usO1peer0Ol.me.zoom.us 103.122.167.248
usO1peerO1.sg.zoom.us 149.137.41.246 APAC
usO1peer01.ty.zoom.us 207.226.132.198
usO1peer01.hk.zoom.us 209.9.211.198 China
usO1peer01.0s.zoom.us 149.137.25.246 s
usOl1peer01.ty.zoom.us 207.226.132.198 P

e Select the Network (ZS LATAM), created previously in Network = Networks and Computers
e Select TLS Signaling.
e Leave the remaining fields with default values.

Setting up PBX-PSTN Trunk Group

In this section we assume the ITSP will provide also service for Trunking with DID’s associated to the
PBX; in this way you can use a single SIParator® to manage PSTN traffic for Zoom users as well as your
existing PBX.

We will need to add a new Trunk Group page

A Basic HTTP SIP | sIP Virtual Private
View trunk: [ SIP Trunk 1: Twilio Trunk.:Zoom Peer v | | Goto SIP Trunk page

SIP Trunk 1: Twilio Trunk:Zoom Peer
SIP Tru
) Enablel o

® Disable SIP Trunk

| Save || Undo || Look up all IP addresses again |

Enable Tunk Group and select “Use parameters from other SIP Trunk”. This way we will use the same
Trunk we already configured in the previous section.
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@ Enable SIP Trunk

O Disable SIP Trunk

SIP Trunkini Service Eelg

© Define SIP trunk parameters

SIP Trunk Parameters| | Twilio Trunk v

Main Trunk Line (Help)

Outgoing.Calls Authentication Incoming Calls

No. Reg
Display Name User Name Identity User ID Password Incoming Trunk Match Forward to

[ || ~10548667575 | [r10sagee757s ]| | [ change Password | | I
PBX Lines (Help)

Qutgoing Calls Authentication Incoming Calls
No. Reg

From PEX Number/User Display Name User Name Identity User ID Password Incoming Trunk Match Forward to PBX Accomnt

[ I I I I | [ change Password | [\+1(9542667575) | st

(A e s [ rows

e Enable The Trunk

e Use parameters from other SIP trunk and chose Twilio Trunk (configured in the previous section)

e Wi will use a different DID and will add it to the outgoing User Name and Identity for Caller ID
purposes.

e  For incoming call will match the DID assigned to PBX Trunking. If you have mora tan one DID you
can keep adding rows in the PBX Lines.

Now we will setup the PBX connectivity

Setup for the PBX (Help)

) Use PBX from other SIP trunk
® Define PBX seftings

PEX Name: |Educmnfx PBX | | (Unigue descriptive name)
Use alias |P address: (Forces this source address from our side)
Authentication PEX IP Address
PBX Registration SIP Address DNS Name PBEX Domain Name
User ID Password IP Address
or IP Address =

I | [ change Password | | 10.1.1.172

(At least one of PBX Registration, IP address or Domain Name is required io locate the PBX)

PBX Network: PEX Educronix w

Signaling transport: (== Automatic)

Port number:

Il

Match From Number/User in field: From URI v|

Common User Name suffix:

To header field: Same as Request-URIw

Forward incoming REFER:

Z( |2
o o
II

Send DTMF via SIP INFO:

Remote Trunk Group Parameters usage: | - Vl (- = Don't use TGF)

Local Trunk Group Parameters usage:

~| (= Don't use TGF)

o Select “Define PBX Settings”
e Assign a name to the PBX
e In PBX Domain enter the IP address of your PBX (In our case 10.1.1.172)
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e Select the Network name previously added into Network = Networks and computers. If you
haven’t done yet, see the following example:

s Basic HTTP SIP SIP | Virtual Private | Quality of | Logging

Networks and [N1EET1E Al Interface
Rl TG O Gateways Interfaces VLAN EthQ Eth1  Status  PPPoE Tummels Topalogy

Networks and Computers

U Limit
Lower Limit pper Limi
(for IP ranges) Delet
Name Subgroup Interface/VLAN Row
DNS N DNS N
ame IP Address ame IP Address

1D A el 1DA el

O

PBX Educronix | [- ~v| (1011172 witwz [ ] Inside (ethl untagged) v

e Leave the remaining fields with the default values.

Configure Dial Plan

Using Dial Plan we will be able to route outbound traffic, traffic between Zoom and PBX and also enable
the SIParator® to respond to Zoom Options requests.

First you’ll need to enable Dial Plan.

L Basic HTTP SIP | SIP | Virtual Private | Quality of | Log
Time T

Local (H 1A Dial
Methods Filtering Registrar Authentication Accounts STIR I:mtrulllnutillz Accounting Classes IDS/IPS Ag

Use Dial Plan [Help) Emergency Number (Help)
O off
O Fallback

Enabling SIP Options for Zoom requests
We will need to detect Options requests landing in the outside interface. SP Options send requests to
the external public IP similar to this:

recv from 149 137 69.247-30973 via 10.1.0.145:506 onnection 7:

OPTIONS sip:3.217.32 189:5061fSIP/2.0
1a . 6924775061  branch=z2nG4bK 00BTLT6d0bIdaGeote
From: <sip:149.137.69.247> tag=gK0015c377
To: <sip:3.217.32.189=>
Call-ID: 101654428_1298319240@ 149.137 69 247
CSeq: 343588 OPTIONS
Max-Forwards: 1
Allow: INVITE, ACK,CANCEL BYE REGISTER REFER, INFO SUBSCRIBE NOTIFY,UPDATE, OPTIONS MESSAGE . PUBLISH
Accept application/sdp, application/isup, application/dtmf, application/dtmf-relay, multipart/mixed
Contact: <sip:149.137.69.247:5061>
Content-Length: O

We will use a regular expression to match the r-uri to an IP address, like this:

sip:@?3.217.32.189
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Under Dial Plan, lets match Request URI to the expression:

Matching Request-URI (Help)

Use This ... ... Or This
Mame Delete Row
Prefix Head Tail Min. Tail Domain Rog bvor
Options I il IE ~] | | | [sp@23 217.32.189 ]

e Assign a name to the rule
e Enter the regular expression.

Under Dial Plan = Dial Plan, add the rule to “allow” Options.

Dial Plan (Help)

2 Add Prefix i
No. From Header Request Action Forward To ENUM Root Time Comment PES
Sl Forward ENUM Class Ro)
|l | - v | [Options + ||[ Allow | [- VH H || <] [ VH | O

Add new rows rOWS.

We will use then the Dial Plan for 3 main purposes:

e Route outbound traffic to PSTN from Zoom
e Route outbound traffic to PSTN from PBX
e Route intra-network calls between Zoom Users and PBX Users

Route outbound from Zoom to PSTN

To detect/match traffic coming from Zoom we will add a rule in the match From header section

anm HI'IF SII' SIF Virtual Private I]uallhI of | Logging

mmwmrmmmm BﬂnlﬁMumMmmﬂﬁmm

Use Dial Plan {Helg) Emergency Number (Help)
® on 911

O off

O Fallback

Matching From Header (Help)

& =
Use This ... ... Or This

Name Transport Network Delete Row
Username Domain Reg Expr v

|Frnm Zoom

. I | s v | [Z5 LATAM v|

Add newrows ||1 rows.

e Add arow in Matching From Header

e Assign a name to the rule

o Use wildcard for Username and Domain.

e Select the transport protocol to be detected (TLS)

“un
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e Select the network from which the traffic will be coming from (Zoom Signaling sources)
Add a Request-URI rule to match traffic received for further forward to PSTN

Matching Request-URI [Help)

Name Use This ... .. Or This R
Prefix Head Tail Min. Tail Domain Reg Expr
|Oni I i [ ~]] | |[sp@7a2i732180 | O
[ToPSTN I [[- v || |||sip:\+?[[D-9]{10,})@3.2L|] O

e Add a new row in “Matching Request-URI”
e Assign a name to the new rule
e Match SIP requests to an E164 number sip:\+([0-9]{10,0}@<SIParator public ip address>

Now we will define destination to PSTN Trunk (Forward to) using the Zoon-PSTN Trunk Group

Forward To (Help)

Use This ... ... Or This ... Or This ... Or This
Name No. Use Alias IP Delete Row
Account Replacement Domain Port Transport Req Expr [T TIOmR g
+ | To ITSP Zoom ] | | | [~ | | [SIP Trunk 1 Twilo Trunk Zoom Peer v ] |- v] m]

Add new rows (|1 |groups with|1 | rows per group.

e Add anew row in “Forward to” table
e Assign a name to the rule
e Select Trunk 1 as the destination (The one we created with the ISTP for Zoom DIDs)

Next let’s define the actual Dial Plan rule to send outbound traffic to PSTN coming from Zoom.

Dial Plan [Help)

- Add Prefix i
MNo. From Header Request Action Forward To ENUM Root Time Comment Delete
S Forward ENUM Class Row
1 - v | [Options v | [Allow v|||- | || |E v ]| | O
2| | [ -
2 [From Zoom w | [To PSTN v! [Forwara | [ro TSP Zoom v | |l [+l l:l 0

e Build a rule where If From Header matches “From Zoom” and Request-URI matches “To PSTN”,
the Forward to “To ITSP Zoom”

Route Outbound from PBX to PSTN
Now we are ready to add dial plan rules to route outbound to PSTN coming from PBX.

Add a “Forward to” rule pointing to the second trunk we crated to PBX — PSTN connectivity.
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Forward To (Help)

Use This ... ... Or This ... Or This ... Or This
Name No. Use Alias IP
Account  Replacement Domain Port Transport Req Expr Trunk
+|| l:l [SIP Trunk 2: Twilio Trunk;Educronix PBX v | [f+]
+ |To ITSP Zoom Il_l | | 1 I~ | [SIP Trunk 1: Twilio Trunk;Zoom Peer [ [-+

e Add anew Row in “Forward to” table.
e Assign a name to the new rule
e Select Trunk 2 (The one we previously created for PSTN connectivity for the PBX)

Add the actual Dial Plan routing rule:

Dial Plan (Help)

Request- Add Prefix Tim

No. From Header Action Forward To ENUM Root © Comment I
URI Forward ENUM Class
1 [ ~ | [Options + | [Allow ~][- vl | |l |[= v|[- T~
[2 | [From Zoom v | [To PSTN v | [Forward v [To TSP Zoom v | | |l | [- v [~ |

[From PEX | [To PSTN v | [Forward v] [T TSP PEX v]|

e Add a new row to “Dial Plan”
e Match From Header with “From PBX” rule and Request-URI with “To PSTN”, and “Forward” to
the previously created route named “To ITSP PBX”

Next step will be to add the routing rules needed to move traffic Zoom Users/Extensions €< - PBX
Users/Extensions

Route PBX €-2Zoom

Here we will detect calls to Zoom extensions by matching to a 3 or 4 digit number arriving to SIParator®
from the PBX, or matching to a 3 or 4 digit number arriving to SIParator® from Zoom.

Matching Request-URI (Help)

Use This ... ... Or This

Name Prefix Head Tail Min. Tail Domain Reg Expr Delete Row
Options | | |- v | || | [sip@7av21m32v18e | O
To PBX extensi| | || | | || | [sip+2(10-913 4p@3.21 | O
ToPSTN || i [[- vl || | [sip+2(0-oj10p@32t| O
To Zoom e:-:ten.| | | | | - v | || | |sip:{[0—91[3.4}]@10.1._1_.8|' ]

e Add a new row for matching dialing to a PBX extension. This call will arrive to the outside
interface to the public IP address of the SIParator®.

e Assign a name to the new row.

e Enter the matching string “sip:\+?([0-9]{3,4}@<SIParator public IP>
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e Add a new row for matching dialing to a Zoom extension. This call will arrive to the inside
interface to the private IP address of the SIParator®.

e Assign a name to the new row.

e Enter the matching string “sip:\+?([0-9]{3,4}@<SIParator inside private IP>

Add the “Forward to” destinations for call directly routed to the PBX or to Zoom.

Forward To [Help)

Use This ... ... Or This ... Or This ... Or This

Hame M- Account _Replacement Domain___Port ___ Transport __Req Expr Trunk tise Allas 1P Delete Ruw
‘ To Cust PBX [ ] [spsri@ioly] - ~] 0
+ [To ITSP PBX [ ] [SIP Trunk 2: Twilio Trunk Educronix PEX w | O
5 [ | ‘ I~ | [StP Trunk L: Twilio Trunk Zoom Peer  ~ | u]
# [To Zoom 1] [ | ‘ [ ~] s sri@usoip| |- ~[- O
| | R — ) e 5 o

e Add a new row to define a route to reach the PBX
e Assign a name to the new row
e Use RegExp to define the destination: sip:Sr1@<PBX IP Address>
e Add “;transport=udp;b2buawm” at the end of the expression.
e Add a New row and a sub-row to define the 2 destinations associated to LATAM Zoom Region
signaling FQDNs. User Regex to define each one:
o sip:Srl@us01peer01.qr.zoom.us;transport=tls;b2buawm
o sip:Srl@us01peer01.sp.zoom.us;transport=tls;p2buawm
o Make sure the “No.” has the lowest value for the destination with the highest priority to
select. In our example the highest priority corresponds to
sip:Sri@us01peer01.qr.zoom.us;transport=tls;p2buawm

Let’s now define the rules in the actual dial plan

Dial Plan (Helg)

Add Prefix Time De

No. From Header Request-URI Action Forward To = = =0T ENUM Root @ Comment R
orwar

1 [- ~ | [Options ~ | [Allow v [- v || ‘ - v [~ C

2 [From Zoom | [To PBX extension | [Forward ~ | [To Cust PBX v|=l [ I[- vl [ v | C

3 [From Zoom | [To PSTN ~ | [Forward ~|[ToiTsP Zoom~ [ i |[- w| - C

=
rd [From PBX_ v | [To Zoom extension v | [Forward ~ ] [ToZoom ~[ ] il I v [~ C
5 [From PBX v ] [TaPSTN ] [Forward v | [To TSP PBX w |-\ i I v~ C

e Add 2 new rows, one to route calls form Zoom to PBX and the second one to route calls from
PBX to Zoom.

e When matching From Header to “From Zoom” and Request-URI to “To PBX extension”, Forward
the call to “To Cust PBX”

e When matching From Header to “From PBX” and Request-URI to “To Zoom extension”, Forward
the call to “To Zoom”

e Make sure the rules for extension to extension have lower “No” value than the corresponding
rule for PSTN (as shown in the previous picture)
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Configuring Transcoding

Premises Peering connections, both via the Internet or private circuit options, will prefer the following
codecs in the order of preference listed below:

e OPUS
o G.722
e G.711A-law/p-law
e G.729

SIParator® has software-based transcoding built-in with no extra licensing requirement.

You'll need to enable Transcoding:

Administration Basic Network HITP - SIP
Configuration Services | Services | Traffic | T
Basic ~ Signaling  Media Media
Settings Encryption Encryption §IeTEHGTY Interaperability Iuhdli

Media Transcodin Hel
| ® Enable media transcoding |

) Disable media transcoding

We will first create the codec groups needed:

Codecs (Help)

Name No. Codec Parameters Delete Row

+

]
(@]
=~
ra
]
Al
Al
L

(%]
-]
(o]
[1=]
I

1<
<

|- ] |- | |

groups with FOWS per group.

e Add 1 row, and 1 additional row with 7 subrows.
e The first row, named Anyother in our example will have no selection in the Codec Column. This
means that Any codec is supported in the group.
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e Second Row, named Zoom, with have one sub-row per each Zoom supported Codec as
mentioned before

Let’s associate which codecs are associated to which signaling network:
Rules ([Help)

No. Destination Transport Codecs  Options Del

1 '|ESLATAI'-.'1 v|'TLS v | [Zoom W |v| ]

1=~ [Anyotherw |-« O

3 |PEX Educronix w|[-  w| [Anyotherv|{-v]| [

| Add new rows ||l |r|:rws.

e For Zoom Signaling Network, when using TLS transport, associate Zoom codec group.
e For Twilio (ISTP), for any transport, associate “Anyother” codec group.
e Same thing for “PBX Educronix”.

Make sure Media Proxy is enabled:

L Basic HTTP SIP SIP SIP Virtual Private | Quality of

Basic  Signaling  Media Media AT Remote SIP | ValP
Settings Encryption Encryption Transcoding Interoperability [T E WM Connectivity Survival

Session Configuration

Session timer: Allowed amount of concurrent sessions

(leave blank for no limit):
14400 seconds

max 15
Timeout for SIP over TCPITLS: I:I ( )

Media Prox elp
® Enable Media Proxy
0 Disable Media Proxy

Always use the Media Proxy:
O Yes @ Mo
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Final recommendations and other points of
interest

Useful Documentation

e S|Parator® Reference Guide 6.4.1
e How to use Generic Header Manipulation
e Orientation and Installation — Ingate Software SIParator® Firewall/SIParator

Zoom phone setup and requirements
The most important requirement is to have your Zoom account enabled for Zoom phone with BYOC and

BYOP features enabled. This can be done by contacting your Zoom Sales rep and find out the
commercial requirements to have them enabled.

One you have it enable you'll notice the following fact in your Zoom Account dashboard.
First you’ll notice a Phone System Admin section:

zoom SOLUTIONS ~ PLA
Whiteboards (IEQ)

Recordings
Settings

Analytics & Reports
ADMIN

» User Management

» Team Chat Management

» Device Management

» Room Management

» Workspaces Management
Phone System Management l

Users &Rooms

G T Company Info |account settings

Call Queues

Country/Region @ United States Special service numbers

Shared Lines

Gi Call Picks
eI ez I TEal When an outbound call is placed using & number as the Caller 1D, the Caller ID Name along with the

number will be displayed to the called party.
Phene Numbers

Note: Caller ID name will not be applied to US/CA toll free numbers. This is a "best effort” service with
limitations. Zoom reserves the right to decline publishing names that are inappropriate or
misrepresents your business identity. Learn More

Provider Exchange

Phenes & Devices

Educronix LLC Change
Assets Library

Logs
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Select Company Info and then Account Settings

There are 4 important sections you need to pay attention to:

Multiple Sites

Multiple Suss
Natifications Multiple Sites
Oncs anablad, your currant site will default to your Main Sits.
Dask Phone
Haurs
Call Park Routing I
Seourity =
BYOC Settings

Gutbound Caller 1D Configurations for Bring Your Own Carrier (BYOC).
‘Audio Prompt
8 wlow Caller Name Dalivery

Templates Caller Nema information will ba included in the signeling mesaages for @ BYOG {Pramisss) call
Others
| Route Groups  Mznags |
G onsar n Bordsr Controllsra and sssignad to SIP groups to daterming ths routing behavior for BYOC-P and BYOP-P calle. When &

Routs Graup is sssigned to & Region, calls &rs originated or tsrminatsd on the Zoom dats centsrs that are part of that Region. Adming can receive smail slsrts when & SIP trunk
status changss.

Email Recipiznts
Viaw In Alerts & Notificstions

SIPGroups Manage

BeTine SIB Groupe and essin Route Groups to them, a0 as to routs the cella pleced by BYOC numbsre, or import extemal contcts for Global Dirsctery. Any outgaing celie from
the SIR Groupa will b routsd to the specific Routs Groups.

Rauting Rules  ansge

meof pradefined Reguler Exprassions. These rulss are used to routs outgoing celle. If & disled number dase not metch a Zoom Phone ussr, and doss
notmetch a defined External Cantact, theas rulse ars tesced next. If & dialed number doss not match 2ny rulse, the call will bs routed via the PSTN.

Route Groups (Manage)
You will be able to see the connection status for both services (BYOC & BYOP)

Route Group

Last Updated Time: 07:23 PM, Nov 01, 2022 c

[ Q) Search by Name ] Type(

Session Border

Display Name » Controllers Type & Backup Route Group  Provision Status
ELLC_RG1

Region @ Seguential:

South America (S&o 3.217.32189:5061

Paula) EYOP-P - -
Mexico and Central 3.217.32.189:5061

America (Querstara,

MX)

ELLC_RG1

Region @: Seguential:

South America (S&o . 217.32.189:5061

Paula) BYOC-P - -
Mexico and Central . 217.32.189:5061

America (Querstaro,

MX)

SIP Groups (Manage)
You'll need to have at least one SIP Group for BYOC and one for BYOP like this:
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SIP Groups

{ Q, Search by Name ]

Delete

O MName Route Group

O Testing Trunk for BYOP () ELLC_RG1 Edit

BYOC SBG ()

Testing Trunk for BYOC ELLC_RGT Edit

Pags Size | 15 - Total 2

Routing Rules (Manage)

Here you should have defined your routing rules for calling to PBX extensions (BYOP) or dialing to PSTN
via your SBC (BYOC).

Routing Rules

Rules defined at the site level have higher precedence than rules defined at the account level. Ifa
dialed number does not match any rules, the call will be routed via the PSTN.

° MNumber matching patterns for routing rules must not conflict with DTMF codes. Click here for support.

Add Routing Rule

Test Routing Rules =

Order = Edit Order Rule Name Number Pattern  Translation Routing Path Call Forwarding

Testing Trumk f
1 To PEX Extension | “N\df3.478 81 B‘io';g FUIEION ¥ isablad Earr o

b4 To PETNvia SBC | “w+?0d{10.)% +&1 BYOC SBC Disabled Edit = ===

Disclaimers

SIParator® and Ingate® are Trademarks of Ingate System AB
Zoom® and Zoom Phone® are trademarks of Zoom Video Communications, Inc.
This documentation is intellectual property of Educronix LLC and is copyright protected

Help and Support

In case you need additional information, advise or any type of support regarding the content of this
document, please contact:
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Educronix LLC

1331 St Tropez Cir #601
Weston, FL 33326

+1 954 866 8884
info@educronix.com
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